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BROAD AGENCY ANNOUNCEMENT (BAA)

INTRODUCTION:

This publication constitutes a Broad Agency Announcement (BAA) as contemplated in Federal Acquisition Regulation (FAR) 6.102(d)(2) and Department of Defense Grant and Agreement Regulation (DODGARS) 22.315.  A formal Request for Proposals (RFP), solicitation, and/or additional information regarding this announcement will not be issued.  

The Office of Naval Research (ONR) will not issue paper copies of this announcement.  The ONR  reserves the right to select for award all, some or none of the proposals submitted in response to this announcement.  ONR provides no funding for direct reimbursement of proposal development costs.  Technical and cost proposals (or any other material) submitted in response to this BAA will not be returned.  It is the policy of ONR to treat all proposals as sensitive competitive information and to disclose their contents only for the purposes of evaluation. 

I.  GENERAL INFORMATION
1.  Agency Name -


Office of Naval Research

800 N. Quincy Street

Ballston Centre Tower One

Arlington, VA  22217-5660











2.  Research Opportunity Title -

Multidisciplinary University Research Initiative (MURI)
3.  Program Name - 
Fiscal Year 2004 Office of Naval Research Special MURI Competition of the University Research Initiative for Critical Infrastructure Protection (CIP) and High Confidence, Adaptable Software (SW).
4.  Research Opportunity Number -

BAA 04-010
5.  Response Date -

Full 
Proposals:  4 March 2004
6.  Research Opportunity Description - 

The MURI program supports basic science and/or engineering research at institutions of higher education (hereafter referred to as “universities”) that is of critical importance to national defense.  This special targeted competition is specifically for the topic of  High Confidence Real-time Anomaly and Misuse Detection within Critical Infrastructure Protection (CIP) and High Confidence, Adaptable Software (SW).
A detailed description of the topic can be found in Section VIII SPECIFIC MURI TOPIC of this BAA.  The detailed description is intended to provide the proposer a frame of reference and is not meant to be restrictive to the possible approaches to achieving the goals of the topic and the program.  Innovative ideas addressing this research topic are highly encouraged.



























Proposals from a team of university investigators may be warranted because the necessary expertise in addressing the multiple facets of the topics may reside in different universities, or in different departments in the same university.  Proposals must name one Principal Investigator as the responsible technical point of contact.  Similarly, one institution will be the primary awardee for the purpose of award execution.  The relationship among participating institutions and their respective roles, as well as the apportionment of funds including sub-awards, if any, must be described in both the proposal text and the budget.

Historically Black Colleges and Universities and Minority Institutions (HBCU/MIs) (as defined by 10 U.S.C. 2323a (1) (c)) are encouraged to participate in the MURI program, either as the lead institution or as a member of a team.  However, no specific funds are allocated for HBCU/MI participation.

7.  Point(s) of Contact -

Questions of a technical nature shall be directed to: 
Dr. Ralph Wachter

Mathematical, Computer, and Information Sciences Division 
ONR Code 311

Office of Naval Research

800 N. Quincy Street

Arlington, VA  22217-5660

Tel: 703-696-4304

Fax: 703-696-2611

Email Address: wachter@onr.navy.mil

Questions of a policy nature shall be directed to the following Point of Contact:

Office of Naval Research MURI Program Point of Contact:

Dr. Donald E. Polk
Corporate Programs Division  
ONR Code 363
Office of Naval Research

800 N. Quincy Street

Arlington, VA 22217-5660

Tel:  703-696-0558
Fax:  703-588-1013

Email Address:  polkd@onr.navy.mil

Questions of a business nature shall be directed to the cognizant Business Point of Contact, as specified below:

ONR Business Point of Contact:  

Vera M. Carroll
Acquisition Branch Head
Contract and Grant Awards, Management

ONR Code 251
Office of Naval Research

800 N. Quincy Street

Arlington, VA 22217-5660

Tel:  703-696-2610
Fax:  703-696-0066

Email Address:  carrolv@onr.navy.mil 
8.  Instrument Type(s) -

It is anticipated that all awards resulting from this announcement will be grants.
9.  Catalog of Federal Domestic Assistance (CFDA) Numbers -

12.300 Basic and Applied Scientific Research 
10.  Catalog of Federal Domestic Assistance (CFDA) Titles -

CFDA Title:  Basic and Applied Scientific Research 

11.
Additional Information - 

The previous CIP/SW competition was issued under Department of Defense auspices for Fiscal Year 2001, for the FY01 Multidisciplinary University Research Initiative program.   The current special competition seeks additional research within the ONR CIP/SW program.  Current CIP/SW investigators are eligible to submit an expansion proposal which is totally self contained describing new tasks to be added to the ongoing research efforts.
II.  AWARD INFORMATION 

It is anticipated the awards will be made in the form of grants to universities.  The awards will be made at funding levels commensurate with the proposed research and in response to the agency mission.  Each individual award will be for a period of two years, to be funded incrementally.  
Total amount of funding for two years available for grants resulting from this FY04 Special Competition CIP/SW MURI BAA is estimated to be about $4M, pending out-year appropriations.  It is anticipated that the average award will range from about $100K to $500K per year, depending on the scope of the proposed research.  Depending on the results of the proposal evaluation, there is no guarantee that one or any of the proposals will be recommended for funding for the topic.  On the other hand, more than one proposal may be recommended for funding for the topic.
III.   ELIGIBILITY INFORMATION

This MURI competition is open only to, and proposals are to be submitted only by, U.S. institutions of higher education (universities), with degree-granting programs in science and/or engineering.  Ineligible organizations (e.g. industry and non-profit research laboratories) or foreign universities may collaborate on the research but may not receive MURI funds.  When a modest amount of additional funding for a DoD laboratory or a Federally Funded Research and Development Center (FFRDC) is necessary to make the proposed collaboration possible, such funds may be requested via a separate proposal from that organization.  This supplemental proposal should be attached to the primary MURI proposal and will be evaluated separately by the program manager.  If approved, the supplemental proposal will be funded using non-URI funds.


IV.  APPLICATION AND SUBMISSION INFORMATION
1.   Application and Submission Process   

Prospective proposers may 
contact the cognizant program officer, Dr. Ralph Wachter, prior to proposal submission for informal feedback on their research ideas.
The due date for receipt of Full Proposals is 4 p.m. (EST) on 04 March 2004.  It is anticipated that notification of recommendation for award(s) will be made on or about 02 April 2004.  As soon as the proposal evaluation process is completed, the proposer will be notified by mail of its selection or nonselection for an award.
2. Content and Format of Proposals   

The proposals submitted under this BAA are expected to conduct unclassified basic research.   The proposal submissions will be protected from unauthorized disclosure in accordance with FAR 15.207, applicable law, and DoD regulations.  Proposers are expected to appropriately mark each page of their submission that contains proprietary information.  Proposals should be stapled in the upper left hand corner; plastic covers or binders should not be used.  Separate attachments, such as individual brochures or reprints, will not be accepted.


· 
· 
· 
· 
· 
· 
Proposal Format : Technical and Cost Proposals
· Paper Size – 8.5 x 11 inch paper

· Margins – 1 inch 

· Spacing – single or double-spaced

· Font – Times New Roman, 12 point

· Number of Pages – The technical proposal is limited to no more than twenty-five (25) single-sided pages.  The cost proposal has no page limit and the pages should be single-sided.  The cover, table of contents, and resumes are excluded from the page limitations.  Proposals exceeding the page limit may not be evaluated.

· Copies – one (1) original and five (5) copies.  Additionally an electronic copy may be submitted on a 3.5” Diskette or CD-ROM, (in Microsoft( Word or Excel 97 compatible or .PDF format).


· 












Proposal Content

The proposal should be broken down into two sections, Technical Proposal and Cost Proposal.  The Technical Proposal should consist of a Cover, Table of Contents, Executive Summary, Statement of Work, Technical Approach, Project Schedule and Milestones, Assertion of Data Rights, Deliverables, Management Approach, and Personnel.  The Cost Proposal should consist of a detailed cost breakdown by cost category for the budget periods provided below and a cost breakdown by task/subtask.

Technical Proposal

· Cover:  A completed cover (consisting of the two single-sided pages provided in Section IX) MUST be used as the first two pages of the proposal.  There should be no other page before this cover.

· Table of Contents:  List proposal sections and corresponding page numbers.

· Executive Summary:  Provide a summary of the research problem, technical approaches, anticipated outcome of the research if successful, and impact on Navy and DoD capabilities.
· Statement of Work:  A Statement of Work (SOW) should clearly detail the scope and objectives of the effort and the research work to be performed under the grant if the proposal is selected for funding.  It is anticipated that the proposed SOW will be incorporated as an attachment to any resultant award instrument.   To this end, proposals must include a severable self-standing SOW, without any proprietary restrictions, which can be attached to a grant award.

· Technical Approach:


(a) Describe in detail the basic science and/or engineering research to be undertaken.  State the objective and approach, including how data will be analyzed and interpreted.  Discuss the relationship of the proposed research to the state-of-the-art knowledge in the field and to related efforts in progress elsewhere.  Include appropriate literature citations and references.  Discuss the nature of expected results.  Discuss potential applications to defense missions and requirements.


(b) Describe plans for the research training of students.  Include the number of full time equivalent graduate students, and undergraduates if any, to be supported each year.  Discuss the involvement of other students, if any.

· Project Schedule and Milestones:  A summary of the schedule of events and milestones.

· Assertion of Data Rights:  A summary of any proprietary rights to pre-existing results, prototypes, or systems supporting and/or necessary for the use of the research, results, and/or prototype.  Any data rights asserted in other parts of the proposal that would impact the rights in this section must be cross-referenced.  If there are proprietary rights, the proposer must explain how these affect its ability to deliver research data, subsystems and toolkits for integration.  Additionally, proposers must explain how the program goals are achievable in light of these proprietary limitations.  If there are no claims of proprietary rights in pre-existing data, this section shall consist of a statement to that effect.

· Deliverables:  A detailed description of the results and products to be

      delivered.

· Management Approach:  A discussion of the overall approach to the management of this effort, including brief discussions of:  required facilities; relationships with any subawardees and with other organizations; availability of personnel; and planning, scheduling and control procedures.

(a) Describe the facilities available for the accomplishment of the proposed research
     and related education objectives.  Describe any capital equipment planned for           acquisition under this program and its application to the proposed research.  If        possible, the budget for capital equipment should be allocated to the first budget      period of the grant.   Include a description of any Government Furnished      Equipment/Hardware/Software/Information, by version and/or configuration, that      is required for the proposed effort.

(b) Describe in detail proposed subawards to other eligible universities or relevant        collaborations (planned or in place) with government organizations, industry, or       other appropriate institutions.  Particularly describe how collaborations are       expected to facilitate the transition of research results to applications.        Descriptions of industrial collaborations should explain how the proposed       research will impact the company's research and/or product development       activities.  If subawards to other universities are proposed, make clear the division       of research activities, to be supported by detailed budgets for the proposed            subawards.


(c) List the amount of funding and describe the research activities of the Principal      Investigator and co-investigators in on-going and pending research projects,      whether or not acting as Principal Investigator in these other projects, the time      charged to each of these projects, and their relationship to the proposed effort.


(d) Describe plans to mange the interactions among members of the proposed       research team.


(e) Identify other parties to whom the proposal has been or will be sent, including      agency contact information.

· Personnel:  For the MURI team, one individual should be designated as the Principal Investigator for the award, for the purpose of technical responsibility and to serve as the primary point-of-contact with an agency’s technical program manager.  Describe the qualifications of the Principal Investigator and co-investigators to conduct the proposed research.  Include curriculum vitae and other experiences relevant to the proposed research effort.  

Cost Proposal
The Cost Proposal shall consist of a cover and two parts: Part 1 will provide a detailed cost breakdown of all costs by cost category by the funding periods described below and Part 2 will provide a cost breakdown by task/sub‑task corresponding to the task numbers in the proposed Statement of Work.  
Cover: The use of the SF 1411 is optional.  The words “Cost Proposal” and the following information should appear on the cover:

· BAA number

· Title of Proposal

· Identity of the prime proposer and a complete list of proposed subawards, if applicable

· Principal Investigator (name, mailing address, phone and fax numbers, email address)

· Administrative/business contact (name, address, phone and fax numbers, email


address) and

· Duration of effort 

Part 1: Detailed breakdown of all costs by cost category by the calendar periods stated below.  For budget purposes, use an award start date of 1 June 2004.  For the two-year grant, the cost should be broken down to reflect funding increment periods of: 

(1)  Four months (1 June 04 to 30 Sept 04) 

(2)  Twelve months (1 Oct 04 to 30 Sept 05) 


(3)  Eight months (1 Oct 05 to 1 May 06)   





The annual budget should be relatively flat, i.e. about the same amount per year.  (The four-month budget and the eight-month budget should add up to an amount about equal to the 12 month budget.)  However, if there is anticipated difficulty in effectively spending the funds at the steady-state rate for the entire first budget period, the initial four-month budget can be reduced to account for start-up effects.  Similarly, the initial four-month budget can be somewhat higher if substantial equipment funding is requested.  Elements of the budget should include:

· Direct Labor – Individual labor category or person, with associated labor hours and unburdened direct labor rates

· Indirect Costs – Fringe Benefits, Overhead, G&A, COM, etc. (Must show base amount and rate)

· Travel – Number of trips, number of travelers, destination, duration, etc.

· Subcontract – A cost proposal as detailed as the proposer’s cost proposal will be required to be submitted by the subcontractor.  The subcontractor’s cost proposal can be provided in a sealed envelope with the proposer’s cost proposal. 

· Consultant – Provide consultant agreement or other document that verifies the proposed loaded daily/hourly rate.  Include a description of the nature of and the need for any consultant's participation.  Strong justification must be provided, and consultants are to be used only under exceptional circumstances where no equivalent expertise can be found at a participating university.

· Materials should be specifically itemized with costs or estimated costs.  An explanation of any estimating factors, including their derivation and application, shall be provided.  Include a brief description of the proposer's procurement method to be used (competition, engineering estimate, market survey, etc.).

· Other Directs Costs, particularly any proposed items of equipment or facilities. Equipment and facilities generally must be furnished by the contractor/recipient. (Justifications must be provided when Government funding for such items is sought).  Include a brief description of the proposer's procurement method to be used (competition, engineering estimate, market survey, etc.).

Part 2 : Cost breakdown by task/sub‑task using the same task numbers as in the Statement of Work.

3.   Significant Dates and Times  -

	Schedule of Events 

	Event
	Date
	Time

	Proposal Due Date 
	4 March 2004
	4:00 p.m. EST 

	Notification of Recommendation for Award *
	2 April 2004
	

	Anticipated Grant Start Date *
	1 June 2004
	

	
	
	

	
	
	


             *These dates are estimates as of the date of this announcement.

4.    Submission of Late Proposals –

Any proposal, modification, or revision, that is received at the designated Government office after the exact time specified for receipt of proposals is “late” and will not be considered unless it is received before award is made, the contracting officer determines that accepting the late proposal would not unduly delay the acquisition, and: 

(a) the proposal was sent, to the address specified for the designated agency, by U.S. Postal Service Express Mail three or more business days prior to the date specified for the receipt of proposals (the term “business days” excludes weekends and U.S. federal holidays) ; or

(b) there is acceptable evidence to establish that it was received at the Government installation designated for receipt of proposals and was under the Government’s control prior to the time set for receipt of proposals; or

(c) it was the only proposal received.

However, a late modification of an otherwise timely and successful proposal that makes its terms more favorable to the Government will be considered at any time it is received and may be accepted.

Acceptable evidence to establish the time or receipt at the Government installation includes the time/date stamp of that installation on the proposal wrapper, other documentary evidence of receipt maintained by the installation, or oral testimony or statements of Government personnel.

If an emergency or unanticipated event interrupts normal Government processes so that proposals cannot be received at the Government office designated for receipt of proposals by the exact time specified in the announcement, and urgent Government requirements preclude amendment of the announcement closing date, the time specified for receipt of proposals will be deemed to be extend to the same time of day specified in the announcement on the first work day on which normal Government processes resume.

ONR will promptly notify any proposer if its proposal, modifications, or revision was received late and will inform the proposer whether its proposal will be considered.

Note that proposals delivered by commercial carriers are considered "hand carried" and that no exception can be made to allow such proposals to be considered if for any reason they are received after the deadline.  Proposers are advised that some proposals responding to past announcements that were sent via commercial carriers were delayed during shipment and arrived after the deadlines, typically by one or two days.  To decrease the probability that proposals delivered by commercial carriers will arrive after the deadline and thus be ineligible to compete, proposers are urged to schedule delivery to occur several days before the deadline.

5.    Address for the Submission of Proposals – 














Proposals submitted in response to this BAA should be mailed to the Office of Naval Research at the following address:

Office of Naval Research

ATTN: MURI/ONR Code 363

800 N. Quincy Street

Arlington, VA  22217-5660

Point of Contact:  Paula Barden

Proposals submitted in response to this BAA that are hand carried should be delivered to the Office of Naval Research at the following address:

Office of Naval Research

ATTN: MURI/ONR Code 363


4015 Wilson Blvd., Room 504A
Arlington, VA  22203
Point of Contact:  Paula Barden

Tel.  703-696-4111

















NOTE: PROPOSALS SENT BY FAX OR E‑MAIL WILL NOT BE CONSIDERED. 

Acknowledgment of receipt of a proposal will be by way of the page in Section X, Acknowledgment Form.  To obtain acknowledgment of receipt of a proposal, proposer should self-address and place a first class stamp on the form and CLIP TO ORIGINAL COPY OF THE PROPOSAL (DO NOT TAPE OR STAPLE); the form will be mailed back to the proposer shortly after the deadline for receipt of proposals. 
V.   EVALUATION INFORMATION
1.  Evaluation Criteria – 


Proposals submitted in response to this BAA will be evaluated using the following criteria.  The first three evaluation factors are of equal importance:

(1) scientific and technical merits of the proposed basic science and/or engineering research;

(2) relevance and potential contributions of the proposed research to the topical research area and to Department of Defense missions; and

(3) impact of plans to enhance the institution's ability to perform defense-relevant research and to train, through the proposed research, students in science and/or engineering (for example, by acquiring or refurbishing equipment that can support DoD research and research-related educational objectives).

The following four evaluation criteria are of lesser importance than the above three but are equal to each other:

(4) the qualifications and availability of the principal investigator and other key research personnel;

(5) the adequacy of current or planned facilities and equipment to accomplish the research objectives;

(6) the impact of interactions with other organizations engaged in related research and development, in particular DoD laboratories, industry, and other organizations that perform research and development for defense applications; and

(7) the realism and reasonableness of cost.  (Cost sharing is not a factor in the evaluation.)

2.  Evaluation Panel - 


Proposals will be evaluated by an evaluation panel that will consist of technical experts employed in the government.  Evaluation panel members are required to sign "no conflict of interest" and non-disclosure certifications.

3.  Selection Process -

Proposals will undergo a multi-stage evaluation procedure.  The evaluation panel will review proposals first.  Findings of the evaluation panel will be forwarded to senior DoD officials who will make funding recommendations to the awarding officials.

VI.   AWARD ADMINISTRATION INFORMATION

1. Administrative Requirements – 

· CCR - Successful proposers not already registered in the Central Contractor Registry (CCR) will be required to register in CCR prior to award of any grant, contract, cooperative agreement, or other transaction agreement. Information on CCR registration is available at http://www.onr.navy.mil/02/ccr.htm. 

· Certifications – Proposals should be accompanied by a completed certification package which can be accessed on the ONR Home Page at Contracts & Grants.  The certification package for Grants is entitled "Certifications for Grants and Agreements. " 
2.   Reporting - 

In general for each grant award, annual reports and a final report are required summarizing the technical progress and accomplishments during the performance period, as well as any other reports as requested by the program manager.  
VII.   OTHER INFORMATION  

1.  Government Property/Government Furnished Equipment (GFE) and Facilities
Each proposer must provide a very specific description of any equipment/hardware that it needs to acquire to perform the work.  This description should identify the component, nomenclature, and configuration of the equipment/hardware that it proposes to purchase for this effort.  The purchase on a direct reimbursement basis of special test equipment or other equipment that is not included in a deliverable item will be evaluated for allowability on a case-by-case basis.  Maximum use of Government integration, test, and experiment facilities is encouraged in each of the proposer’s proposals.

Government research facilities and operational military units are available and should be considered as potential government furnished equipment/facilities. These facilities and resources are of high value and some are in constant demand by multiple programs.  It is unlikely that all facilities would be used for the Multidisciplinary University Research Initiative program.  The use of these facilities and resources will be negotiated as the program unfolds.  Proposers should explain which of these facilities they recommend.  

2.  Use of Animals and Human Subjects in Research 

If animals are to be utilized in the research effort proposed, the proposer must complete a DoD Animal Use Protocol with supporting documentation (copies of AAALAC accreditation and /or NIH assurance, IACUC approval, research literature database searches, and the two most recent USDA inspection reports) prior to award.  Similarly, for any proposal that involves the experimental use of human subjects, the proposer must obtain approval from the proposer's committee for protection of human subjects (normally referred to as an Institutional Review Board, (IRB)).  The proposer must also provide NIH (OHRP/DHHS) documentation of a Federal Wide Assurance that covers the proposed human subjects study.  If the proposer does not have a Federal Wide Assurance, a DoD Single Project Assurance for that work must be completed prior to award. Please see http://www.onr.navy.mil/02/howto.htm for further information.

3.  Department of Defense High Performance Computing Program

The DoD High Performance Computing Program (HPCMP) furnishes the DoD S & T and DT & E communities with use-access to very powerful high performance computing systems. Awardees of DoD contracts, grants, and assistance instruments may be eligible to use HPCMP assets in support of their funded activities if Program Officer approval is obtained and if security/screening requirements are favorably completed. Additional information and an application may be found at http://www.hpcmo.hpc.mil/.
VIII.  SPECIFIC MURI TOPIC


 

TRUST and QUALITY OF SERVICE IN INFORMATION INFRASTRUCTURES 

   

Background: An information infrastructure consists of computers and communications networking devices dedicated to processing and exchanging information.   Information infrastructures are increasingly a major component of business, industry, government and defense.  All critical infrastructures such as public telephone, commercial, financial and transportation networks are dependent on information infrastructures and associated networked devices for information management, communications, and control.  The most important critical information infrastructure in wide use is the Internet, itself a network of networks with global reach.  These interdependencies have security and economic implications since information infrastructures, and especially the Internet, connect other critical infrastructures, creating new relationships and vulnerabilities.  Critical information infrastructure protection is fundamentally dependent on the quality of underlying software and systems to ensure high quality of service and trust.  Quality is not a single easily defined property or solely a reflection of thoroughness of testing.  Ensuring high quality software systems demands careful attention to policies and goals for computation, access, services, and trust, as well as continual monitoring and assessment of operations, and requires taking corrective actions when necessary.  
Objective: To ensure the quality and reliability of information exchange and processing within and among information infrastructures.

   

Research Concentration Areas:  Of particular interest are basic research problems that are motivated by practical experience with critical information infrastructure protection, that lead to new fundamental insights, and that can be practically implemented and validated.  The two research areas of principal interest are:

· High Confidence Real-time Anomaly and Misuse Detection.   Quality must be continually assessed.  For example, transaction processing in traditional database systems ensures integrity of data through a combination of run-time monitoring, control, and recovery schemes on the exchange of data.  Integrity is one aspect of quality, but not the only one of importance.  For critical information infrastructures, components associated with information assurance are particularly important.  At the same time, the quality of the system components is difficult to describe precisely because of the tension between the goals for an information infrastructure and those of the applications that use the infrastructure.  Transparency of computation and communications, for example, may be limited within infrastructures to protect confidentiality.  Content of the information may be masked by encryption during transmission.  Direct observation of computation and processes may not be possible as the right to that access might be denied; thus indirect approaches to quality assessment must be devised.  Ownership privileges over data, processes, protocols, and infrastructures may vary, but partial knowledge of these rights may need to be shared.  Of interest in this infrastructure environment is the rapid detection of anomalies and misuse, including misuse by trusted insiders, by monitoring streams of observations of events, directly or indirectly, and perhaps from many sources, by varying means without adversely hindering performance, functionality, or violating requisite privacy rights; in particular, what can and what cannot be known, inferred or learned from observations must be quantified.  Finally, such assessments also must be unobtrusive or even undetectable to ensure the security of the critical infrastructure being monitored.

· Policy-based Enterprise-wide Services.  Service-based architectures influence the shape of network information infrastructures.  Services are unbundled as marketable commodities with rights and obligations on the participating parties.  Computer science has traditionally focused on computation, communication efficiency and fault-tolerance while markets were considered the province of economics and strategic actors.   For example, service-based architectures, web enabled enterprise services, publisher-subscriber architectures, and mobile code are all examples of computing services with economic implications.  Ownership rights, data rights management, negotiations for access and control, and independent self-interest of the participants give such architectures characteristics of both traditional computing and economics.  For example, zero-knowledge protocols and anonymity have economic value in surveillance, while network routing efficiency may be subsidiary to complying with routing policies determined by economic and security considerations.  Computing services are then valued in an on-line marketplace, molded by its policies.  Of interest is protecting service-based architectures, mitigating disruption caused by adverse policies and malicious software agents, defining and measuring essential characteristics of assurance in service-based information systems, exploiting hardness results for improving security mechanisms, and developing innovative incentive-based protocols advancing enterprise services and quality of service for protection.  

Impact: This research has the potential to substantially benefit systems engineering of the Global Information Grid – Enterprise Services (GIG-ES) and the development of trusted network protocols that would balance the competing needs of efficiency, security, fairness, and rights.  This research would also provide application developers with new approaches to software engineering, software producibility, and trust management.  In particular, it is anticipated that this research would benefit the next-generation of intrusion and malicious code detection techniques, deepen understanding of latent system dependencies and interactions, provide metrics for information assurance, improve resistance to penetration, contribute to enhanced security forensics and distributed auditing, improve confidence in distributed configuration management, and facilitate privacy-preserving data mining, dynamic counter-intelligence, and coalition-based information sharing. The result will be to advance information superiority in network-centric operations for DoD and to increase confidence in the critical national infrastructures that support defense.
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X.   COVER

Submitted in response to FY 2004 ONR Special Competition for CIP/SW of the Multidisciplinary Research Program of the University Research Initiative BAA
                                TECHNICAL PROPOSAL COVER

                 (This form must be completed and submitted as the cover of the proposal)

                                                                 


   BAA NUMBER: 04-XXX
1. THE PRINCIPAL INVESTIGATOR (One name only)

______________________________________________    _________________________

(Title)        (First Name)         (MI)              (Last Name) 
PI Signature (please use blue ink)

(______)__________________        (_______)___________________      _________________
(Phone Number)


     (FAX Number) 

                (E-mail address)

______________________________________________________________________________
(Institution/Department/Division)  

______________________________________________________________________________
(Street/PO Box/Building)  

______________________________________________________________________________
(City)                        (State)                 (Zip Code)

Other universities involved in the MURI team if any ___________________________________


CURRENT DoD CONTRACTOR OR GRANTEE: YES_____NO_____  

If yes, give Agency, Point of Contact, Phone Number:___________________________________________________

______________________________________________________________________________
2. THE PROPOSAL:

______________________________________________________________________________
(Title; be brief and descriptive; do not use acronyms or mathematical or scientific notation)

1 JUNE 2004 to 1 MAY 2006


_______________________________

Proposed Performance Period    


Your Institution's Proposal Number



Total funds requested from ONR:  _____________________


OTHER AGENCIES RECEIVING THIS RESEARCH FUNDING REQUEST

(e.g., NSF, DOE, NASA, NIH, ARO,AFOSR). Please identify agency(ies) and give Name(s) and Phone Number(s) of Point(s) of Contact at those agencies:

______________________________________________________________________________
 

3. MINORITY INSTITUTION: _____ Check here if the academic institution named above is qualified to be identified by the Department of Education as a minority institution (i.e., a historically Black college or university, Hispanic-serving institution, Tribal college or university, or other institution meeting statutorily-defined criteria for serving ethnic groups that are underrepresented in science and engineering). The Department of Education maintains the list of U.S. accredited postsecondary institutions that currently meet the statutory criteria for identification as minority institutions at the

following web site: http://www.ed.gov/offices/OCR/minorityinst.html
4. THE INSTITUTION:  NAME AND ADDRESS OF UNIVERSITY OFFICIAL AUTHORIZED TO OBLIGATE CONTRACTUALLY AND WITH WHOM BUSINESS NEGOTIATIONS SHOULD BE CONDUCTED:  

______________________________________________________________________________
(Title)        
 (First Name)               
 (MI)                

(Last Name)

(______)______________      (_______)_________________        _____________________

(Phone Number)

 (Fax Number)


       

(E-mail address)

______________________________________________________________________________
Name of Grantee (University)

______________________________________________________________________________
Street Address (P.O. Box Numbers Cannot Be Accepted)

______________________________________________________________________________
(City)                                     (State)                               (Zip Code)

Taxpayer Identification No. (TIN)1_______________________DUNS No.2_______________________

________________________________________           _______________

Signature of Authorized University Official

Date

(Please use blue ink)

1 The DoD is required by 31 U.S.C. 7701 to obtain each recipient's TIN (usually the Employer Identification Number) for purposes of collecting and reporting on any delinquent amounts that may arise out of the recipient's relationship with the Government.

2 The institution’s number in the data universal numbering system (DUNS) is a unique nine digit (all numeric) identification number for organizations. Dun & Bradstreet Corporation assigns it. You can receive a DUNS number by calling Dun & Bradstreet at 1(800) 333-0505 or go to the Dun & Bradstreet Web site at http://www.dnb.com/dnbhome.htm. 
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FROM:  

                        TO:  

(Instructions:  Please fold in half so that this text is on the outside of the page and tape the open edges, enter your return address in the FROM: section, enter the University Contact name and address in the TO: section, place a stamp over the AFFIX PROPER POSTAGE  section, and submit with your proposal)

Date:  

Dear Proposer:  

Your FY2004 ONR Special MURI Competition for CIP/SW research proposal has been received at ONR:


____and will be evaluated, Control Number______________  

____will not be evaluated for the following reason(s):  

Letters announcing award recommendations will be mailed by about 2 April 2004.
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