An Example of One Navy Laboratory’s Due Diligence Program for Dealing

With Foreign Persons, Entities and FOCI
The following describes one Navy laboratory’s internal “pre-approval” process for initiating CRADA discussions with Foreign Owned, Controlled or Influenced (FOCI) entities.  The process includes a “pre-approval” of the opportunity by the laboratory’s director of research following coordination with various internal organizations including the legal organization and the laboratory’s security organization.  This internal pre-approval process was established by this laboratory as a matter of due diligence in dealing with foreign entities.  The pre-approval process is not mandatory, but other laboratories may wish to pursue this or alternative pre-approval processes suited to their circumstances.

(Step 1)
When the ORTA is approached with a CRADA opportunity involving a FOCI, the following correspondence is sent to the principal investigator (PI) that requested the CRADA:

Dear PI:

CRADA proposals involving foreign entities (either directly as the Non-Navy Collaborator or indirectly as a third party to the Non-Navy Collaborator) need to be pre-approved by the laboratory’s director of research before the laboratory enters into a negotiating stage.  The internal routing is extensive, and it is difficult to predict how long it will take.

CRADA negotiations involving a foreign entity as a party (a Non-Navy Collaborator) or other participant (under agreement with a Non-Navy Collaborator) are exceptions to the laboratory’s regular CRADA process, and advance approval of the director of research must be obtained before negotiations may be initiated.  Consultation with the US Trade Representative (USTR) is also required prior to negotiations of a CRADA with an entity that is foreign owned or controlled (in accordance with E.O. 12591).  In addition, if technology that is export controlled will be involved in the CRADA, coordination with the Office of Naval Research (ONR) and/or the Navy International Programs Office (NIPO) may be required.  An export license may also be required.

Responsibilities for CRADA pre-approval process:

A.
The laboratory’s principal investigator is responsible for preparing the advance-approval request described here (and identified in Step 1 below).

1)
The principal investigator shall contact the ORTA before preparing the request to discuss the proposed CRADA and obtain a sample format.  Please see the documents (below) that are a sample format for the principal investigator to use.
2)
The principal investigator shall review the export control lists (shown below) to determine whether the technology that will be involved in the proposed CRADA (whether existing or to be developed) is export-controlled (and it is suggested you use the advanced approval request memo format attached here).  The attached draft memo includes the type of information that security and the director of research need in order to make a determination on whether to proceed with CRADA negotiations involving a foreign entity.
3)
The advance-approval request shall contain the following elements:
a)
Background and purpose of the proposed collaboration;

b)
Detailed information about any foreign party or participant that will be involved;
c)
A statement summarizing the results of the principal investigator’s review of the export control lists indicating whether the CRADA technology is export-controlled;

d)
Publication release numbers of related laboratory research, if available; and,

e)
A summary sheet.
4)
Routing.  The principal investigator shall route the advance-approval request package as follows:
a)
PI/Section

b)
ORTA (Technology Transfer Office)

c)
PI’s Branch Head

d)
PI’s Division Head

e)
ADOR (Associate Director of Research)

f)
Office of Counsel

g)
ORTA (Technology Transfer Office)

h)
Laboratory’s Security Office

i)
Director of Research

k)
ORTA (Technology Transfer Office)

B.
The ORTA is responsible for reviewing the advance-approval request (Step 2) for completeness and discussing any special issues with the principal investigator, as well as consulting with the USTR and ONR/NIPO (in coordination with office of counsel and the laboratory’s security office) as required.

C.
Principal investigator’s branch/division heads and ADORs are responsible for reviewing the request and providing recommendations as to whether the proposed CRADA should be pursued (Steps 3, 4, and 5).  Any recommendation against pursuing the CRADA will be immediately sent to the ORTA.

D.
Office of counsel is responsible for reviewing the request for legal sufficiency (Step 6).  If the PI determines that the CRADA will involve technology that is export controlled, office of counsel will provide comments and recommendations regarding any requirements for a foreign disclosure determination and/or an export license.

E.
Laboratory’s security office is responsible for reviewing the subject matter of the technology involved in the proposed CRADA for public release authorization (Step 8).  Laboratory’s security office will also coordinate the processing of required foreign disclosure determination requests with ONR/NIPO.

F.
Director of research will approve or disapprove the request (Step 9).

G.
ORTA will take one of the following actions if Code 1001 approves the request (Step 10):

1)
If the technology is not export-controlled.  If director of research approves CRADA negotiations, ORTA will consult with the USTR.  ORTA will notify the principal investigator following a positive response from the USTR, and CRADA negotiations may begin.
2)
If the technology is/may be export-controlled.  If director of research approves CRADA negotiations, in addition to consulting with the USTR (above), ORTA, office of counsel, and laboratory’s security office will coordinate submission of a request for a foreign disclosure determination to ONR/NIPO as appropriate.  ORTA and office of counsel will also determine whether an export license may also be required.  When all of the foregoing has been successfully accomplished, ORTA will notify the principal investigator that CRADA negotiations may begin.

Additional Information:  The process for obtaining advance-approval to enter into CRADA negotiations when a foreign party or other foreign entity will be involved is in addition to the usual CRADA formation and approval process.  If advance-approval to enter into negotiations is granted, the usual CRADA negotiation, review, and approval process will be followed.  This includes: negotiation of a draft CRADA by the ORTA with the CRADA Collaborator; review of the draft CRADA by the principal investigator’s division and ADOR; and, legal review of the draft CRADA by office of counsel; and, approval and execution of the CRADA by codes the director of research and the commanding officer.
The following guidance is provided to the principal investigator for doing the export control assessment:

CHECKING THE USML AND CCL /PRE-APPROVAL REQUESTS

A determination must be made whether technology (articles, services, or technical information) that is (1) proposed for export to a foreign location or disclosure to a foreign person or entity (anywhere in the world) or (2) that may be developed in collaboration with a foreign person is export controlled.  This determination requires making an examination of the U.S. Munitions List (USML) and the Commerce Control List (CCL).  Both of the lists are accessible on the Internet, and the Department of State and the Department of Commerce have good websites that explain the requirements and procedures.

▪
The USML is at 22 C.F.R. Part 121 http://www.pmddtc.state.gov/official_itar_and_amendments.htm
▪
The CCL is at 15 C.F.R. Part 774 (and explained in Part 738) http://www.access.gpo.gov/bis/ear/ear_data.html
1.
Start with the USML (if a technology is listed on the USML, there is no need to consult the CCL).  There are 21 USML Categories listed in Subpart 121.1.  Check your technology against the descriptions for each category.  Note the results (including negative results) of your search.  If there is a match, note the particular provision.  If there is no match, proceed to the CCL (below).

2.
If there is no match on the USML, go to the CCL.  Check your technology against the ten categories (Category 0 through Category 9) on the CCL.  Note the results (including negative results) of your search.
3.
If the technology to be exchanged is on either list, further analysis will have to be done to determine whether an export license (or, in some cases, a temporary import license) will be required.  There are a number of exceptions and exclusions that will have to be considered.  The Office of Counsel can assist.  Include a summary of the results of your search in the preapproval request to the DOR.
(Step 2)

Advance Internal Approval Memo (Sample) to be used by principal investigator to support internal pre-approval to CRADA negotiations with a FOCI:

Date:
Reply to Attention of:  Principal Investigator with contact information


Subject:  Proposed CRADA between the Laboratory and XXX Corporation (“XXX”)

To:  Director of Research

1.
The laboratory has been contacted by a FOCI company, XXX, that has expressed interest in pursuing collaborative research, etc.  (Describe here as much detail as you know about the circumstances of the inquiry, whether any intellectual property is jointly owned, etc., what company has expressed interest and what country they are from etc.).
2.
As the laboratory’s Principal Investigator of this potential CRADA, I understand that it is my responsibility to check the Commerce Control List (CCL), the U.S. Munitions List (USML), and the Military Critical Technologies List (MCTL) to determine if the technology is controlled.  I have consulted online versions of these lists, and to the best of my knowledge, I do (or do not) believe this CRADA technology appears on any of them.  In particular, I looked for entries related to (describe the technology and provide explanation why you believe this CRADA technology does/does not appear on any of the above lists).
3.
[Optional:  If the technology has been approved for public release, cite applicable laboratory security office release number(s), if known.  Providing this information helps the laboratory’s security office make a recommendation as to whether or not the technology should have a Foreign Disclosure Determination (FDD).  If code the laboratory’s security office recommends an FDD following the director of research approval, then office of counsel will prepare the applicable document and forward it to ONR.  While the publication release numbers are not mandatory, this information should help expedite the review by the laboratory’s security office.]

4.
Please let me know if you need additional information to make a determination concerning the dissemination of technical information to this (country e.g. United Kingdom) third party.  Attached is a brief summary of the proposed CRADA.  I can be reached at (xxx) xxx-xxxx or xxxxx@xxx.

Name, Title

Proposed CRADA between [insert Navy Laboratory] and XXX

CRADA Title:  

Summary:  [One or two paragraphs summarizing the proposed research, exchange, etc.  Include the laboratory’s benefit from working with this entity and why the laboratory wants to /needs to work with this entity; include some description of company’s business and R&D expertise that it brings to the CRADA opportunity. Also, identify relevant laboratory inventions relating to the proposed work and identify whether the technology that is the subject of the CRADA is classified or unclassified.]

Laboratory’s Program Manager:

Name, phone, and e-mail
(Step 3)

Sample Information/Letter for U.S. Trade Representative:

Dear (U.S. Trade Representative),

I am providing the following information in accordance with EO 12591, which requires consultation with the US Trade Representative when entering into a CRADA with a foreign Collaborator.  In this particular case, the [insert Navy laboratory’s name] wishes to enter a CRADA with Subsidiary Company XYZ.  This company is incorporated in the [insert State or Commonwealth of ABC], but is a FOCI of the [insert name of country] company, Parent Company XYZ.

I understand you require the following information:

A.
Name of requestor (laboratory/department)

B.
Entity

C.
Country of Entity

D.
State whether CRADA or patent license agreement

E.
Title or Description

F.
Request documentation from USTR

[Insert Navy laboratory’s name] responses to the above are:

A.
[Insert Navy laboratory’s name]
B.
Subsidiary Company XYZ which is incorporated in the [insert State or Commonwealth of ABC] but is a FOCI of Parent Company XYZ.

C.
Subsidiary Company XYZ is a US firm but its parent company, Parent Company XYZ is a [insert name of country] firm.

D.
CRADA

E.
The proposed CRADA is entitled "Processing Techniques to Enhance Power Output of Widgets.”

F.
Please e-mail me documentation indicating whether [insert Navy laboratory’s name] may proceed with the proposed CRADA.

Thank you for your assistance.
