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Introduction

A ONR office: Cod@l1c¢ Computer Mathematics &
Information Sciencebivision)

A ONR Cyber Program Officers involved:
I Mr. Gary Toth
i Dr. Sukarno Mertoguno,
I Dr. Ryan Craven
i Dr. Daniel Koller
i Mr. Ryan Gunstclifford.gunst@navy.mjl

A Alltechnical questionshould be directed to Mr. Gunst

A All proposalsshould be addressed to Mfoth (1 May)
I Detalled instructions in the BAA
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BAA OverviewnNooo1417-S8010)

A Title: Latestage Software Customization and Complexity
Reduction S&T for Legacy Naval Systems

A Five Technical Areas (TA):
1. Functionality identification andeduction

2. Debloat/de-layer (functionalitypreserving complexity reduction)
3. Addition of securityconstructs
4. Verification andvalidation
5. Supportive and complementagpproaches
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Tech Push

A Important: This is not g@urelybasic research BAA

A Goal of this effort is to aggressively push novel and
gamechanging technology to the fleet

A In yo_ur proposals, _ Typesof S& T programswithin ONR
consider how you will

createtools that can be

Broad

Discovery & Invention

transitioned to and used o tessee
by a government lab Focus 24 years - Tecgqggaxwzesgm,
Technology Pull = 12%

(FNCs, ManTech,
TechSolutions)

= 30%

A Univ.: this may require you

Narrow

to CO n S I d e r I n C I u d I n g Current Fleet/Force Fleet/Force gn Development Future Fleet/Force
engineering support Terget customer
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SW Complexity and Bloat

BACKGROUNModern software is exceedingly complex and bloated

Current practices encourage it (OOP, layers of abstraction, etc.)

Priority is tomaximize code reuse o
and increase programmer productivity | '

Onesizefits-all feature set

Rube Goldberg machine

Complicated gadgehat performs
simple tasks in indirect, convoluted ways
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SW Complexity and Bloat

ﬂ
nce & Techno'Cg

BACKGROUNModern software is exceedingly complex and bloated
- Current practices encourage it (OOP, layers of abstraction, etc.)

- Priority is tomaximize code reuse Self-Operating Napkin
and increase programmer productivity :

- Onesizefits-all feature set

ﬁ dn every application we looked at, an enormo
amount of activity was executed to accomplish
simple task® ¢

A G&For example, a stock brokerage benchmark
execute268 method callandcreates
70 new objectsjust to move asingle date field
FTNRY {h!t (2 W gI ®¢

Excerpted from:
Sevitskyet. al. (IBM TJ Watson Research Center) on framework based application
Qtp:// Icsd05.cs.tamu.edu/papers/sevitsky et _al.pdf J
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SW Complexity and Bloat

EXACERBATES SECURHUES:

WEB BROWSER

A Widespread use of untrusted®arty

libraries and runtime environments

(broad attack surface)

A Securityanalysigs more difficult

Layers,
wrappers

(more code, more complexify

A One size fits all approach enables more
robust attack planning and makes code
reuse attacks easier

EXISTING APPROACHES:

<

RUNTIME
(

~ ;VA API guards

//3\ Patching A Shadow stacks

A Signaturebased
malware scanning

REACTIVE \_ IMPERFECT

\_ J

~

A Controkflow Integrity

EXPENSIVE & OFTEN

J

@[

A

[ L.
Webklt

JavaScrlpt
Engine

W'WLgk

Parser

w! wlL 9 {

//3\ Address Space Layout\
Randomization (ASLR)

A Stack canaries

A Anti-RORret frequency
counting, etc.)

DEFEATABLE TRICK
\_ Y,
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Improving Software Robustness and Efficienc
Architecture & Strategy for Development & Deployment

RESEARCH VISIQitestage / instaltime transformations
I Hard to change the way people write code, so work around it
I Series of automated transformations for legacy code

I Four independent, separate steps
A Trimming tools should cut as aggressively as possible
A Underlying analysis needed by each tool is different, but will likely overlap

o - 1

T

Underlying analysis (code analysis, confimlv extraction, etc.)

Executable
code
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RESEARCH VISIQEtestage / instaltime transformations
I Hard to change the way people write code, so work around it
I Series of automated transformations for legacy code

I Four independent, separate steps
A Trimming tools should cut as aggressively as possible
A Underlyina analvsis needed by each toal is different, but will likely overlap

TAL TA3 TA4
E Hard
‘ Eh »‘ E—
TAS i

Underlying analysis (code analysis, confimlv extraction, etc.)

Executable
code
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TA1 Functionality dentification and
Reduction

™y i {TLL HAVE A TURKEY SANDWICH ON WHITE - CANT
HAVE WHEAT - NO CHEESE, NO TOMATOES, VERY

LITTLE MAYONNAISE, SALT-FREE IF POSSIBLE, A S
PIECE OF LETTUCE, AND TELL THE COOK TO TOWEL },’g:ﬁ“@#{"ﬁi
OFF AL EXCESS FLUID, AND COULD YOU PLEASE o il
SUBSTITUTE APPLE SLICES FOR THE FRIES, o
2y
i

~ Application

WHATEVER YOU DO - DON'TPUT A PICKLE ON THE
PLATEI AND A GLASS OF CRUSHED ICE, PLEASE!

-

-
"

OO

o

=Runtime
Eny

.-"I

-

Custom
Spec.

Lort James-Hartwell

A Functionality norpreserving; preserving
with respectto the reducedset

A Someoneneedsto specify(admin?)
A Selecting desired features

I Trimmed A Feature removal
i RE&A

— I Featurecodeassociation
Trimmed i Communicating desired features
p = i .
‘ Jd Bl@ A Feature removal in dynamic languages
,_debloating i Specifying special order for dynamic language
featureremoval

DISTRIBUTION A. Approved for public release: distribution unlimited. Slidel0of 21



To Jo T

Functionalitypreserving (L

Compiled and dynamic languages RS

Reverse engineering & analysis (RESA) regrar regram
CVErse Engineeting y Vo) B Sy | )

' Binary 1 ERPse Woim

i Bitcode Bytecode, IR [T Specialization ?E-Specialization
I Scripts

i | YRS OA Rwodkér&indyw/ additional info R

de-Bloating / deLayering u

Soundness and completeness
I Dynamic can help, but what is practical?
I '[e§tassisted? I\[eenr,actical st[ateqy\fotesvt ]
RSLX 2eYSyYyu YR SESOdziu A
I Completeness is best effort
What is the best strategy when a cut feature /
function / etc. is invoked?
i C2NJ FSIF G4dzZNBE NBY20Ft TIh :
i FordlBh KKK al @0S SNNBNE g s e e NB
enable? Think about this.

i 1aGdFr O1lSNI AYy@21SR H 5h bh¢ 2! b¢HHH
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A It is unlikely but security constructsnaybe
trimmed out by earlier steps

Securityanalysis& retrofitting
RE&A

A
A
A Analysiswith respectto common vulnerabilities
andknown exploits

A Beyond known stuffgropertiesto assure

I type-safety
I others

IN THIS CORNER W& HAVE
e FIREWALLS, ENCRYPTION,
4 ANTIVIRUS SOFTWARE ,ETC.
2 AD N THS CORNER
| W WavE DAve//

q

ner.com

er, www. jklossi

copyright 2006 john klossn

Simplified Hardened
coTs coTS coTS
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@. TA4: Verificationand Validation

)
Clap, &—Th\b

Built
once

Extracted

Built
once

A Functionalitypreservingwith respect to
either full orreducedset of features

A Validation offunctionality
A Verification ofdesired properties

A Formalassertionsof (security) properties
I Formal model of execution environment

I Extracted formal model of the
program/application

I Formalspecificationof properties toassure
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