Solicitation Number:  N00014-03-R-0009
Title: Secure PC Access Controls Study

The Statement of Work, order information, proposal submission requirements and evaluation information is set forth below.  Proposals are due by 2:00 PM (EST) on 
22 APR 2003.

This solicitation, N00014-03-R-0009, is issued as a Request for Proposal (RFP), to all potential Offerors under the General Service Administration (GSA) Federal Supply Service (FSS) Schedule Holders, Special Item No. 132-51, 'Information Technology (IT) Professional Services' who are Woman Owned Businesses. 

1.0  BACKGROUND 

The Mathematical, Computer and Information Sciences Division, ONR Code 311, of the Office of Naval Research (ONR) requires scientific and technology (S&T) support services from a potential Offeror who possesses the capability to investigate Research & Development (R&D) issues in software and hardware systems related to PC access control in networked environments, which are of both theoretical and practical importance.  This project would investigate properties of composability, potential covert channels, and overall levels of assurance through a thorough case study of interoperability and related deployment issues among otherwise certified Commercially Off The Shelf (COTS) components in this research area.  The insight gained from this study would assist formulating principles for secure system interoperation and deployment that would have relevance to Department of Department (DoD) systems.

The Mathematical, Computer and Information Sciences Division responsibilities include operations research, information assurance, applied analysis, image processing, virtual reality, software agents, systems and software, and command and control systems. Specific research in this effort involves real-time, access control, authentication, monitoring, traceability, assurance, and dynamic labeling.

The Mathematical, Computer and Information Sciences Division seeks support in the area of commercial business and venture practices, specifically, in support of this effort, from a Contractor who can bring the necessary technologies, technical skills, and talent to Department of the Navy (DoN) applications.  

2.0  STATEMENT OF WORK

The Contractor shall provide the following task requirements in support of the Secure PC Access Controls Study:  

Task 2.1 -  PC Access Control Integration Evaluation: The Contractor in an experimental test-bed environment shall integrate and evaluate a COTS security system product with EAL4 or higher rating from NSA/NIST for PC-based access controls to hard drives, networks, ports and other peripherals through a  Smart Card interface.
No classified information will be involved in the testing. The evaluation will consider overall system factors such as security, robustness, connectivity, scalability, interoperability, quality of service, traceability and relevancy to current COTS PC installations in the Navy.

Task 2.2 -  Smart Card Integration Evaluation: The Contractor in an experimental test-bed environment shall develop, adapt, integrate and evaluate a Smart Card based system to manage the Embedded Fire Wall (EFW) Security Policy in the EFW NIC  and that seamlessly interoperates with that technology in Task 2.1.  No classified information will be involved in the testing. The evaluation will consider overall system factors such as security, robustness, connectivity, scalability, performance, interoperability, human-factors, overall quality of service, traceability and relevancy to current COTS PC installations in the Navy.

 
Task 2.3 - Dynamic Data Labeling (DDL):  The Contractor in an experimental test-bed environment shall develop, adapt, integrate and evaluate Smart Card based  products that provide access and authorization control by means of data labeling to local data and especially remote data as might be needed to control access to remote legacy databases.  No classified information will be involved in the testing.  The evaluation will consider security, robustness, scalability, legacy system/legacy data portability, overall quality of service, traceability and relevancy to current COTS PC installations in the Navy.

3.0  REQUIREMENTS

3.1 General Requirements -

The system shall operate seamlessly in a Government environment. The system shall be capable of operating in a periods processing mode supporting up to three network levels and provide isolation between networks. It shall support user based access control mechanisms and audit functions. The system shall have NIAP security testing validation.

In addition, in order to support this effort the potential Offerors should possess strong business and communicative skills and experience related to the specific needs identified in the aforementioned Statement of Work (SOW).  The skill sets and experience are desired, but are not limited to the following:

· Extensive business/management experience

· Strong academic background with extensive financial experience, including project or program management or equipment experience in the business industry.

· Strong interpersonal communication skills, coupled with experience building teams.

· Experience in high-level interactions (i.e., Flag/SES-level, CEO).

· Strong knowledge of government processes (particularly DoN).  Knowledge of the DoN Cyber Security Systems and Architecture System Development is desirable.

· Demonstrated experience with developing secure system interoperation and deployment utilizing COTS technologies.  

3.2  Technical Approach 

The technical approach should address each of the numbered task areas delineated in the SOW providing specific or unique techniques to be employed and anything else the Offeror considers relevant to the SOW.  The technical approach should indicate how the system would meet requirements specifically in the areas of:    

· EAL4 or higher rating from NSA/NIST at the time of proposal submission for Hardware-based access controls

· Isolation between unique network levels

· Integrated technologies used on the same computer for multi-level secure access

· Auditing Capabilities

· Demonstration of Smart Card Interface capabilities

· Operating system independence

· Security management

3.3  Personnel Requirements
3.2.1  Labor Category/Level of Effort Requirements

The estimated level of effort for performance of the SOW is approximately 5.65 person-years or 11,770 hours.  The award will provide for a 7 month period of performance.  The estimated distribution of manpower per year is shown in the breakdown below:

Labor Category



Estimated Annual Hours

Senior Program Manager (NAVRESFOR)
  810

Project Manager (Contractor Site)

4150

Senior Security Analyst (NAVRESFOR)
  480

Security Analyst (NAVRESFOR)

  600

Senior Information Systems Engineer

   (Contractor Facility)



3850

Information Systems Engineer 

   (Contractor Facility)



1100

Administrative Assistant 


  780

   (Contractor Facility)



____
TOTAL



         11,770


The labor categories listed above are provided for illustrative purposes.  Examples of qualifications for types of personnel required are detailed in subparagraph 3.2.2.

NOTE:   Offerors may propose a different mix and type of labor than shown above if it considers it to be more appropriate to accomplish the tasks in this solicitation.

3.2.2  Personnel Qualifications

Senior Program Manager - must possess at least a Bachelor's degree in a scientific or engineering discipline related to the Department's interest, or significant related work experience.  In addition, the position requires a detailed understanding of the technology programs of interest to the Mathematical, Computer and Information Sciences Division relevant to the research area.  The position should also include significant prior direct managerial and supervisory experience in managing, planning, and budgeting software technology projects.  In addition, prior experience interfacing with Naval components is highly desirable.

Project Manager - requires at least a Bachelor’s degree in a scientific or engineering discipline related to the area of research and significant related work experience, and professional engineering credentials or equivalent.  In addition, the position requires an understanding of the technology programs of interest to the Mathematical, Computer and Information Sciences Division relevant to the research area.  The position should also require direct managerial and supervisory experience in managing, planning, and budgeting software technology projects.

Senior Security Analyst - requires at least a Bachelor’s degree in a scientific or engineering discipline related to the area of research, significant related work experience, and professional engineering credentials in the area of information security or equivalent.  A minimum of eight (8) years in designing and implementing network security solutions is required.

Security Analyst - requires at least a Bachelor’s degree in a scientific or engineering discipline related to the area of research, related work experience, and professional engineering credentials in the area of information security or equivalent.  A minimum of three (3) years in designing and implementing network security solutions within the past five (5) years is required.

Senior Information Systems Engineer - requires at least a Bachelor’s degree in a scientific or engineering discipline related to the area of research, significant related work experience, and professional engineering credentials in the area of networked information systems or equivalent.  In addition, eight (8) years of progressive experience in design, development and testing of software/hardware systems on networks of personal computers and a basic knowledge of information processing and system auditing is required. 

Information Systems Engineer - requires at least a Bachelor’s degree in a scientific or engineering discipline related to the area of research, related work experience, and professional engineering credentials in the area of networked information systems or equivalent.  In addition, the position requires a minimum of three (3) years in designing and implementing information systems solutions within the past five (5) years, or equivalent.

Administrative Assistant – requires secretarial skills and competency, experience with preparing technical, administrative, and budgetary documents.
4.0  ORDER DETAILS
4.1   Contract Type
ONR anticipates awarding a Firm Fixed Price Task Order.

4.2  Period of Performance 

The period of performance for this order is to begin on or about 01 May 2003 and end on 30 Nov 2003, for a 7 month period.
4.3  Deliverables

The following deliverables are required to support this project:

* Monthly Progress Reports - The Contractor shall provide 'Monthly Progress Reports' to the Government Technical Representative in accordance with DI-MGMT-80227, 'Contractors Progress, Status and Management Report.'  (This Data Item Description (DID) may be found at http://assist2.daps.dla.mil/quicksearch/ )

*Final Report - The Contractor shall provide a final report which will be a substantive report of the scientific and technical accomplishments during the period of performance.  The report may be submitted in the Contractor's format.  

4.4 Other Direct Costs

4.4.1  Travel -  Moderate travel is anticipated. Typical destinations may include, but not limited to Naval installations located Washington D.C.; Arlington, VA; New Orleans, LA and other destinations as required.  Travel costs will be reimbursed at cost plus G&A (No fee will be applied to travel costs.). Travel is estimated at $10,000.00 during the period of performance. Direct costs associated with the Contractor’s travel should not exceed the applicable rates found in the Joint Travel Regulations (JTR).

All travel arrangements for Contractor employees will be accomplished through the Contractor’s office.  Travel arrangements under the Contractor’s responsibility include: clearance requests, hotel accommodations, travel orders, and visa/passport requirements, unless otherwise stated by the Government sponsor.

4.4.2 Miscellaneous Expenditures - It is anticipated that up to $10,000 during the period of performance will be required for miscellaneous expenditures (i.e., books, conference support/supplies, COTS, etc.).  Other Direct Costs will be reimbursed at cost plus G&A (No fee will be applied to other direct costs).

4.5  Government Furnished Property (GFP)

It is anticipated that no GFP will be required for these tasks.

4.6  Place of Performance

Work may be performed at the Contractor’s facility, or at Government facilities (e.g., NAVRESFOR) (including classified work/meetings up to SECRET level), as required by the task.

4.7  Security Requirements

Handling of classified information, up to and including Secret, is not anticipated under this task order.  However, the Contractor is required to safeguard any information labeled as “proprietary”.

4.7.1 Security/Safeguarding Information - A Contract Security Classification

Specification (DD Form 254) is not required.  

4.7.1.1  Clearance –  Security Clearances are not required.  However, if the need arises within a specific task(s) under this task order, the Contractor is responsible for all security clearances for proposed personnel, facility clearances and storage clearances to the level(s) specified.  Also, it is the responsibility of the Contractor to obtain any security badges, building access passes, etc., that may be required for entrance to Department of Navy facilities.

4.7.1.2  Privacy Act - All contractor personnel assigned to this task will have access to information that may be subject to the Privacy Act of 1974.  The Contractor is required to ensure the proper safeguarding of such information to prevent unauthorized release.

4.7.1.3  Nondisclosure Agreement- In the course of its work the selected contractor will have access to sensitive data and records.  As such, it will be necessary for proposed contractor personnel to execute Nondisclosure Agreements (NDAs).  All contractor personnel working under this task order will be required to sign an NDA provided by ONR.  The NDA must be signed by both the employee and their employer and must be received by the Contracting Officer before the employee begins working under this order.  This requirement applies to prime contractor personnel, subcontractor personnel, and consultants working under the order.  Enclosure Number 1 to this solicitation includes the current NDA that should be used unless otherwise instructed by the Government.

5.0  PROPOSAL REQUIREMENTS

5.1  Proposal Format:

The Offeror's proposal should be divided into two sections:  (1) technical proposal and (2) separate cost proposal.  The length of the technical proposal shall be no more than five (5) pages, exclusive of resumes. There are no page limits on the number of resumes or the pages for the cost proposal.  The proposal should be written and organized to be compatible with the statement of work, Offeror’s organization and accounting structure, and proposed costs. 

The technical proposal should include the following:

*The Offeror's understanding of and approach to the requirement.

*Resumes of all proposed personnel,

The Offeror should describe specifically how the work activities required to complete the statement of work will be done. The Offeror should explain specifically:

*How technical objectives, tasks, and deadlines will be determined.

*How staff responsibilities will be assigned.

*How a surge capacity will be maintained to meet unanticipated requirements.

*How administrative tasks such as travel, security, and resource requests will be

  handled.

*How the quality and timeliness of work performance will be supervised and

  controlled.

*How the Offeror will coordinate with the program office.

The Offeror should include information relative to previous efforts for the same or similar efforts provided in the past to include contract numbers and Government points of contact where applicable. 
Each cost proposal should give a breakdown of the following costs proposed (if applicable):

*Loaded Direct Labor Rate (with labor category, fully loaded hourly rate, and

  hours proposed) for each category
*Other Direct Costs (Travel and Other Direct Costs)

NOTE:  The Offeror should also include the estimated Travel and Other Direct Costs, as set forth in Section 4.4 above as part of its proposed costs.  These estimated Travel and Other Direct Cost amounts will be specified as separate line items in the task order.   In the event the Contractor fails to include the specified amounts for Travel and Other Direct Costs in their proposal, the Government will add these amounts for purposes of offer evaluation and award.  
5.2  Proposal Submission:

The due date for receipt of proposals for this solicitation is 2:00 PM (local time) on

22 APR 2003.  Proposals shall be submitted to the Contract Specialist by one of the following methods: 



a.   Faxed to:  Brenda Pickett at (703) 696-3365



b.   E-mailed to:  picketb@onr.navy.mil  HYPERLINK "mailto:" 



c.   Mailed/hand delivered (two copies) to:

Office of Naval Research

Attention:  Brenda Pickett, ONR Code 022, Rm. 720

800 North Quincy Street, BCT #1

Arlington, VA  22217-5660

Ref:  N00014-03-R-0009:  Secure PC Access Controls Study
6.0  EVALUATION INFORMATION

6.1  Evaluation Criteria
A task order will be awarded to the responsible Offeror whose offer represents the 'best value' to the Government.  In order to determine which Offeror represents the best overall value, offers will be evaluated according to the following factors and subfactors:

1.  Technical Approach - specifically in the following subfactors:

a) EAL4 or higher rating from NSA/NIST at the time of proposal submission for Hardware-based access controls

b) Isolation between unique network levels

c) Integrated technologies used on the same computer for multi-level secure access 

d) Auditing Capabilities

e) Demonstration of Smart Card Interface capabilities

f) Operating system independence

g) Security management

2.  Proposed Key Personnel

3.  Management Approach

4.  Past performance on similar efforts 

5.  Cost
Factors 1, 2, 3 and 4 are equally weighted.  Factor 5 is of less value than all other factors.  Factors 1 through 4 are substantially more important than cost.

Although cost is substantially less important than all of the technical factors combined, it will not be ignored.  The degree of its importance will increase with the degree of equality of the task order proposals in relation to the other factors on which selection is to be based, or when the cost is so significantly high as to diminish the value of the technical superiority to the Government.

In evaluating past performance, the procedural requirements in FAR 42.15 are not mandatory.  However, past performance will be based on the Government's subjective evaluation of the Contractor's performance information relative to previous efforts for the same or similar services, if any, provided in the past.  Offerors should include contract numbers, description of work, and name and telephone number of the Government point of contact where applicable.

6.2  Award

The Government will award a task order to the responsible Offeror whose offer, conforming to the solicitation, will be most advantageous to the Government, cost, and other factors considered. The anticipated award date for this order is on or about 01 May 2003.
7.0  SUBMISSION OF QUESTIONS

Any questions regarding this solicitation must be provided in writing to the Contract Negotiator, Brenda Pickett, no less than 72 hours prior to the closing date.  Acceptable forms of written question submission include:

Fax:  (703) 696-2607

E-mail:  picketb@onr.navy.mil
Postal or carrier delivery:  Office of Naval Research




       Contracting Activity & Policy Division




       Attn:  Brenda Pickett, ONR Code 022




       800 North Quincy Street




       BCT 1, Room 704




       Arlington, VA  22217

Questions submitted less than 72 hours prior to the closing date for proposals may not be answered and the due date for submission of proposals may not be extended.  All potential Offerors will be provided an e-mail noting the posting of any questions/answers.

8.0  CONTRACTING OFFICER:  

The Contracting Officer and point of contact for this solicitation is Susan Sutherland, ONR 251, at telephone (703) 696-4601, fax (703) 696-0066, and Email:  suthers@onr.navy.mil.

Non-Disclosure Agreement Regarding Contractor Support 

for the Office of Naval Research

The undersigned individual, _________________________________________, agrees, 

both in his personal capacity and as an employee of  _____________________________

as follows:

BACKGROUND

1. The mission of the Office of Naval Research is to plan, foster, and encourage scientific research and technology development in recognition of their paramount importance in the maintenance of future naval power and the preservation of national security.  ONR provides for the continuing technological superiority of U.S. naval forces, by providing the Department of the Navy (DoN) with mission-relevant, affordable new capabilities that create and exploit scientific breakthroughs, respond to fleet requirements, and support strategic U.S. industries.  ONR requires contractor technical services and research support in order to meet these requirements.  The services/support that may be provided to ONR by contractor personnel include but are not limited to the following: 

i. 
Assist ONR personnel in overall technical program management support on matters and issues consistent with ONR sponsored development projects, including assisting in the evaluation of white papers, proposals, program/project planning, investment reviews, technology assessments, data analyses, conference and seminar activities, and financial issues.

ii. 
Provide support in the financial execution of ONR programs.  Monitor availability and use of funds. Review financial documents and plans for impact on program objectives and requirements.  Prepare internal financial notices, instructions, guidelines and reports.   Conduct analyses and provide reports that identify, quantify and evaluate financial execution of accounts and accomplishment of program goals and milestones.  Coordinate preparation and review of actual and projected funding estimates, justifications and strategies.  Identify deficiencies, excesses, trends and imbalances to assure funds availability.  Work with program personnel to expedite financial execution and ensure programmatic benchmarks are met.

iii. 
Draft analyses, presentations, notes, assessments, testimonies, speeches, and other materials on various technical/management topics, as requested, for use by ONR personnel with other internal ONR departments and externally with the Navy staff, Department of Defense, other federal and state agencies and the U.S. Congress.

iv. 
Provide assistance in the areas of information technology to include database design and maintenance, software development, graphics and reproduction, and other allowable materials and services.

v.
Provide administrative and management support in the execution of ONR programs to include the preparation of official documents and files for execution by Government employees.  

vi. 

Provide support on technical, programmatic and operational matters pertaining to the diverse array of technologies investigated and supported by ONR.

2. The undersigned individual is serving as contractor support for ONR.  As such, he has and will continue to come into contact with proprietary technical and commercial information.  He likewise will have access to sensitive internal information developed by or on behalf of the Government in connection with the accomplishment of ONR’s mission.

AGREEMENT

1. The undersigned individual agrees that he will not disclose to any individual, company, or Government Representative
 any information
 relating to current or proposed Navy budgetary information, acquisition planning or acquisition actions, obtained either directly or indirectly as a result of the effort performed on behalf of ONR.  The undersigned individual agrees that he will promptly notify the ONR Office of Counsel of any attempt by an individual (including any contractor personnel), company or Government Representative to gain unauthorized access to such information, and of any disclosure of such information to unauthorized parties.  Such notification shall include the name and organization, if available, of the individual, company or Government Representative seeking access to such information. 

2. The undersigned and his employer acknowledge that the owner of any proprietary information improperly disclosed stands as an intended third-party beneficiary of this non-disclosure agreement. In the event of an unauthorized disclosure of proprietary information, the owner of the information may seek legal recovery under this non-disclosure agreement, even though the information owner is not a formal party to the agreement.

FOR THESE REASONS the undersigned individual agrees on his own behalf, and his employer likewise concurs, to protect, respect and not disclose the proprietary information and Government mission- and procurement-sensitive information that may come to their attention as part of the contract assistance provided to ONR.

Employee Signature _____________________________________________________

Printed Name __________________________________________________________ 

Date __________________________________________________________________

Concurrence by the employer:

Supervisor/Manager Signature _____________________________________________

Printed Name __________________________________________________________ 

Date __________________________________________________________________

� Government Representative is defined as any Government employee, either military or civilian, not assigned to the activity or program office for which the effort is being performed.


� This information includes, but is not limited to, contractor proposals, proprietary data and commercial information, reports and other information in the Government’s possession, including information contained in contracts/grants/agreements and associated records and files
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