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Foreword 

The Surface Warfare Enterprise (SWE) Chief Technology Officer (CTO) was 
established in November 2008 to represent and advocate for SWE technology needs 
and requirements to the various Science and Technology (S& T) provider communities 
in the Naval Research Enterprise (NRE). As a whole, S&T communities contribute to 
knowledge generation via basic research; innovative application of technologies via 
applied research; and technology transition to acquisition programs of record. 

The SWE S& T Strategic Plan primarily serves as the seminal document for a diverse 
set of stakeholder communities to highlight Surface Fleet S&T needs. It is intended to 
align the longer view of S& T initiatives and foster communication about requirements for 
future readiness and increasing capability at an acceptable cost. Expected use of this 
document is by those in Naval organizations who guide investment decisions, part of 
the 'knowledge network', where the Navy's intellectual capital resides. 

The 2012 update builds and expands upon the 2010 S&T Strategic Plan to better reflect 
SWE requirements. Similar numbering is provided to maintain traceability in S& T 
documents with past association with STOs. New for 2012 are two S& T Objectives 
(STOs): Arctic Operations (STO 12-18) and Future Ship Concepts and Design (STO 12-
19) to provide focus to future efforts. This document will continue to be reviewed and 
updated on a biennial basis. 
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Executive Summary 

The United States Navy continues to be the dominant maritime force deployed around 
the world, executing the broad spectrum of military matters, from highly specialized 
combat operations and humanitarian assistance to launching sophisticated missiles and 
projecting power ashore in times of conflict. 

''The global security environment presents an increasingly complex set of 
challenges and opportunities to which all elements of U.S. national power 
must be applied." 
(Sustaining U.S. Global Leadership: Priorities for 2151 Century Defense 2012) 

Emerging threats and the associated capabilities to counter them will continue to drive 
all investment decisions. The future can be characterized by an unpredictable security 
environment that will place an increased demand on the U.S. Navy to deter aggression 
and maintain peace. Given this global strategic view, the U.S. Navy must develop and 
maintain a broad portfolio of military capabilities that offer versatility across a wide range 
of missions. 

"Science and Technology. The Department believes that accelerating 
trends in both technology development and a dynamic threat environment 
dictate that we must maintain our edge by protecting our investment in 
development of future capabilities." 
(Defense Budget Priorities and Choices-January 2012) 

To successfully sustain operational versatility across the maritime domain, Navy S&T 
infrastructure must focus on investing in the future -translating research results and 
transitioning technologies to warfighting advantage. This is accomplished through 
integrating new technology products that are reinforced with augmenting skills in the 
workforce. 

"Three key components exist to an effective S& T program: (1) a strong 
and focused investment in basic and early applied research to build the 
scientific foundation for future technologies, (2) an emphasis on key 
"game changing" initiatives that can provide disruptive technologies to the 
Navy and Marine Corps warfighter, and (3) an ability to transition S& T 
programs to the acquisition community and the Fleet." 
(Admiral Greenert, Chief of Naval Operations) 

This Surface Warfare Enterprise (SWE) Science and Technology (S&T) Strategic Plan, 
represents the effort by a cross-functional technology team, personnel from across 
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many Naval organizations, to define SWE capability needs that will maximize 
functionality in the Fleet. Its intended use is enhancing communication that influences 
investment priorities across the Naval Research Enterprise (NRE); the Office of Naval 
Research (ONR); the Defense Advanced Research Projects Agency (DARPA); and 
industry's Industry Research and Development (IRAD). SWE-related S&T should 
appropriately reference the content in this document when setting priorities that address 
SWE capability gaps. 

A focus throughout this plan is to provide winning warfighting technologies and 
capabilities while being mindful of the need to reduce Total Ownership Cost (TOC) 
within a systems engineering and acquisition construct. The goal is to affordably meet 
the needs of the Fleet as S& T products transition into systems that provide a 
technological advantage over conventional and non-conventional threats. The Strategic 
Plan defines four areas of systems engineering that require an integrated approach to 
technology development. These areas are Total Ownership Cost, Mission 
Effectiveness, Systems Effectiveness, and System/Subsystem/Component 
Performance. 

This plan also provides guidance for S& T investment to support the "Navy After Next." 
The rapid pace of technology development, expanding Fleet requirements in response 
to evolving threats, and inevitable realities of budgetary constraints require that the 
Navy balance the demand to maximize investments while expanding capability. SWE 
S& T Objectives included in this document align efforts in response to those challenges. 
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Introduction 
The modern strategic environment is one of uncertainty. Key to our national security is 
our ability to maintain our technological advantage in the maritime environment. The 
Navy must sustain global presence; hone our focus on foreign and potentially disruptive 
navies and points of conflict; maintain our commitments and evolve our presence 
through our partnerships; and build innovative and affordable platforms and systems. In 
order to achieve these goals the Department of the Navy must plan for a security 
environment shaped by the interaction of powerful global factors, to include population 
and demographic shifts, natural resource shortages and a changing environment that, 
when combined with rapid social, cultural, technological, and geopolitical change, will 
create great uncertainty in the decades ahead. This uncertainty could become manifest 
in any one of a range of plausible futures, each of which would present major 
challenges and security risks to the United States. The Navy must account for these 
areas of uncertainty and prepare for them by cultivating new technologies and 
capabilities that are game-changing in nature, and thus, force potential adversaries to 
adopt a reactive posture. Within this environment, we must be strategic in our fiscal 
decisions to ensure the operational availability of our ships and systems throughout 
their expected service life and that we consider all platform and system decisions in 
context of their total ownership costs. 

Key to our future security is our ability to maintain the full spectrum of combat 
capabilities and design and develop the next "game changers". Innovative next­
generation tools will give us the overwhelming strategic advantage over potential 
adversaries and change the strategic environment. Prevention of war is as important as 
prevailing in war. Our ability to adjust and adapt is essential. · 

This document lays out the SWE S&T Strategic Plan to address the United States 
Navy's current and future challenges in dominating the maritime domain as defined in 
The Navy Strategic Plan, the 2010 Quadrennial Defense Review, and Combatant 
Commander requirements. The plan also reflects new Defense strategic guidance and 
the CNO's tenets of 'Warfighting First", "Operate Forward" and "Be Ready". This 
document will serve to support the Surface Force priorities and their alignment with the 
CNO's tenets: 
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Warfighting Readiness: 
Ensure the readiness and 
resilience of ships, 
supporting units, and 
Sailors; ensure that ships 
meet their expected 
service life by addressing 
al l elements of manning, 
training, equipping and 
sustaining each ship class 

Future Capabilities: 
Identify and enhance 
capabilities to defeat 
future threats and meet 
operational 
requirements 

Manpower and Training: 
Deliver and retain a diverse 
mix of Officers, Enlisted, 
Civilians, and Contractors, 
with the right skill sets, in 
the right place, at the right 
time, to ensure readiness 

Figure (1}. CNO Tenets and Surface Warfare Strategic Priorities 

While the focus of this document is to develop future capabilities, it will impact and 
enable all CNO priorities as well as the Surface Warfare Strategic Priorities. 

The SWE Chief Technology Officer (CTO) advocates for S&T to address Fleet needs 
through close liaison with the S& T community. For near-term "Navy Now" 
requirements, the CTO works with the Office of Naval Research (ONR) and the Naval 
Sea Systems Command to influence near-term transition programs such as Rapid 
Technology Transition (RTT) and Technology Insertion Program for Savings (TIPS). 
These efforts field products with Technology Readiness Level (TRL) six, transitioning at 
TRL eight. For mid-term "Next Navy'' requirements, the CTO works with Office of the 
Chief of Naval Operations (OPNAV Codes N95, N96, N2/N6) and the Future Naval 
Capabilities (FNC) team to help identify technology gaps and advance products from 
TRL three to TRL six, at which point the technology is made available to Program 
Executive Offices (PEO) for insertion into programs of record. For long-term "Navy 
After Next" requirements, the CTO may help guide results from basic and applied 
research (between TAL zero and two), emphasizing "leap ahead" and Discovery and 
Invention (D&I) technologies. The SWE CTO also seeks technologies applicable to 
Surface Navy needs from other government agencies, industries (IRAD), small 
businesses, and university S& T programs. 

The 2010 SWE S&T Strategic Plan served as the foundation of this 2012 SWE S&T 
Strategic Plan. For 2012, subject matter experts from across multiple stakeholder 
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organizations were included in a large effort to further refine the STOs. Coordinated by 
the Naval Surface Warfare Center CTO, an oversight group comprised of OPNAV staff 
provided guidance during the plan's revision process. The Strategic Plan was also 
updated to reflect recent strategic and operational guidance and takes account of the 
SWE Future Capability Team (FCT) Strategic Vision. 

This Strategic Plan reflects the combined contributions of more than 140 scientists, 
engineers, technology representatives, and program directors participating in cross­
organizational teams led by 19 STO leaders. These contributors were from science and 
technology for Commander Naval Surface Forces (CNSF) Commander Naval Surface 
Force Atlantic (CNSL), Naval Sea Systems Command (NAVSEA), OPNAV, ONR, PEOs 
(IWS, LCS, Ships, CVN, and C41), and Naval Warfare/Systems Centers. 

The SWE CTO, via the Chief Technology Officer of NSWC, Mr. Kirk Jenne 
(kirk.jenne@navy.mil), maintains the SWE S&T Strategic Plan. 
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SWE Strategic Focus 
Evolving global threats and a challenging fiscal environment require an efficient path for 
program transitions that incorporates best program management and development 
practices to ensure the right capability is delivered at the right time at the greatest value. 
A key SWE challenge is to control increasing costs associated with the Operating and 
Support (O&S) required to maintain aging legacy systems, which are not designed with 
Total Ownership Cost (TOG) in mind. Funding these requirements competes with 
modernizing the Fleet, thereby impacting capability improvements and possibly delaying 
the incorporation of more cost effective systems. 

A total systems engineering approach must be applied to meet the challenge, thereby 
improving cost, schedule, and performance. Figure (2) depicts a holistic integrated 
systems engineering process in a systems development framework which delivers best 
value, when applied. It depicts the complex interaction and integration required to 
successfully support the CNO's requirement for a capable Fleet at an acceptable cost. 

Figure (2). Decision criteria levels: An integrated systems engineering approach illustrating the 
interaction and integration of capabilities. 

To support this approach, every S&T initiative will be resourced against the process 
illustrated in Figure (2) to evaluate system, component, and technology impact on the 
overall system. Accordingly, future S&T proposals should present clear information to 
show how the project will address each systems engineering model area. 
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For applied research and technology transition, technology gaps and warfare 
requirements are the primary drivers for S&T. The Integrated Systems Engineering 
approach depicted in Figure (2) is used to create affordable and effective systems. The 
four levels of the Integrated Systems Engineering approach shown are complemented 
by initiatives in open architecture, government data rights, and modernization. These 
investments help to reduce costs, improve capabilities, and increase speed of delivery 
to the Fleet. Open Architecture, when combined with government-owned data rights, 
will further competitive innovation and other alternative approaches frorn qualified 
sources. These practices will produce modular, interoperable systems that adhere to 
open standards. Candidate solutions for meeting today's challenges will be selected 
through open competition of "best of breed" candidates, reviewed by subject matter 
experts, and based on data-driven analyses to meet operational requirements. Peer 
teams will be formed of subject matter experts from government, industry, and 
academia to facilitate the process. 

Our goal is to establish an S&T culture that encourages transparency, competition, and 
collaboration through development of alternative solutions and sources. Additionally, 
every opportunity will be taken to share common technologies across surface, 
subsurface and air platforms, leveraging and complementing ongoing efforts of 
functional technology enterprise groups, the Services, and other government agencies. 

Total Ownership Costs 
The growing pace of technological change, expanding Fleet requirements in response 
to evolving threats, and increasing budgetary constraints requires the Navy to maximize 
the return on every dollar invested. This applies to S&T, R&D, acquisition, operations 
and support, and disposal costs, as well as indirect costs attributable to programs. 

TOG is a main driver in the Navy's system engineering focus. Increasing acquisition 
costs for new naval ships threaten our ability to recapitalize aging ships and build new 
ships in numbers sufficient to maintain the force structure needed for national security. 
The Fleet struggles to deal with the ever increasing cost to operate and maintain in­
service ships. Likewise, for software, the largest percentage of lifecycle cost is 
attributed to upgrades and maintenance. As evidenced in this strategic plan, Navy 
scientists and engineers are vigorously recommending the pursuit of technologies that 
will lower the cost to acquire, operate, and maintain ships throughout their expected 

. service life. 

Factors affecting TOG include: 

• Material costs: steel, titanium, copper 
• Manufacturing: welding, composite development, and joining 

• Obsolescence 
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• Manpower: total force size, training, retention, accession 
• Logistics: spare parts, expendables, inventory, maintenance, transportation 
• Design tools: modeling and simulation, testing 

• Infrastructure: support to equipment (acquisition and central logistics activities), 
support to military personnel (non-unit central training, personnel administration, 
benefits, and medical care), and support to military base operation and facilities 
sustainment, restoration, and modernization 

Though the majority of ownership costs occur late in the lifecycle, the greatest 
opportunity to lower acquisition and life cycle costs is during early technology 
development. The above listed factors should be considered early in the acquisition 
process (pre-milestone A) in order to help reduce TOG. 

Mission Effectiveness 

Any system introduced, modified, or improved rnust be measured against its impact on 
mission effectiveness. Whether a revolutionary new capability or an improvement to 
current capabilities, systems must be evaluated against a defined warfighting mission 
requirement. The STOs defined in this plan directly support enhanced mission 
effectiveness. 

To be effective, systems must link to a robust and highly interoperable Command, 
Control, Computers, Communications, and Intelligence (C41) architecture ensuring the 
rapid integration of data, information, and intelligence from a broad range of sources 
thereby contributing to a Common Operational Picture (COP). 

Factors affecting Mission Effectiveness include: 

• Warfighter readiness: training, factors influencing 
awareness/health/endurance/safety 

• Appropriateness: the right tool for the job; capability that meets a requirement 

• lnteroperability: Inter/Intra-service, Joint, and Coalition 
• Logistics: resupply needs, depot/intermediate/operational maintenance, operational 

availability (Mean Time Between Maintenance (MTBM), Mean Time Between 
Failures (MTBF), Mean Time to Repair (MTTR), Preventive Maintenance System 
(PMS)) and 

• Warfighter Performance and Human Systems Integration (HSI): man/machine 
interface, usability, decision aiding, and automation. 

Systems Effectiveness 
Systems effectiveness is the extent to which systems achieve their objectives within a 
specified environment. Systems effectiveness is a function of individual 
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system/subsystem/component operational availability, capability, and reliability. 
Systems must be interoperable, reusable, extendable, and affordably maintained. They 
must contribute to the common operational, tactical, and logistics pictures, enhance 
battle space situational awareness, and contribute to mission effectiveness. Systems 
must be compatible with secure and fault-tolerant networks throughout the battle space 
while functioning reliably and consistently. Future communication systems must reduce 
bandwidth requirements, bandwidth availability, and reduce or eliminate communication 
bottlenecks. 

Early S& T and design decisions can have a profound impact on the capability and cost 
of final systems design. Every effort should be made to ensure consideration is given to 
reduce MTBM, MTBF, and MTTR of systems. 

Factors affecting Systems Effectiveness include: 
• lnteroperability: compatibility with other systems 

• Maintainability: how quickly and easily a system can be returned to operational 
status after preventive or corrective maintenance is performed. Ease of repair/PMS 

• Reliability: operational availability 
• Supportability: sustainment of the system and the ability of the system to provide 

operations and readiness and 

• Warfighter Performance: including training and man/machine interface, usability. 

Systems effectiveness is critical to mission accomplishment. It mandates that all 
individual systems are designed so that the overall system of systems operates 
effectively and cooperatively in support of warfighting goals. 

System/Subsystem/Component Performance 

Each element in a system must integrate in a way that ensures system effectiveness. 
New technologies must contribute to improved system, subsystem, and component 
performance. Testing, fleet experimentation, modeling, and simulation will enhance 
system/subsystem/component evaluation. Additionally, these efforts will help determine 
potential capability shortfalls earlier in the acquisition process, thereby allowing timely 
programmatic decisions affecting cost, schedule, and performance. 

Open architecture promotes the efficient exchange of technical information while 
lowering design costs and facilitating change, thereby strengthening lifecycle 
configuration management. 

Factors affecting System/Subsystem/Component Performance: 

• Commonality: reducing inventory variety 
• Modularity: ease of assembly and maintenance 
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• Integration: design for modernization, future upgrades, human system integration, 
maintainability 

• "Produce-ability'': manufacturing, forming, fabrication, assembly 
• Energy use: consumption and type 
• Environmental: compliance with the National Environmental Policy Act 
• Safety and occupational health compliance 

• Hazardous material management 
• Support, testing, calibration equipment 

• Test & Evaluation: Developmental Testing (DT), Operational Testing (OT) 

System/subsystem/component performance is the basis for efficient and capable 
system design. Early incorporation of the above guidance will ensure critical capability 
needs are met while controlling developmental and TOC. 

Summary 

With the appropriate investment in science and technology, an Integrated Systems 
Engineering approach that incorporates TOC reduction, mission effectiveness, systems 
effectiveness, and system/subsystem/component performance as well as open 
architecture, government data rights and modernization, applied as early as possible, 
will help ensure the delivery of preeminent capabilities to Fleet operators on time and 
with maximum value, keeping America's Navy the most influential in an uncertain world. 
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SWE S& T Objectives (STOs) 

The 2012 SWE S&T Objectives (STOs) listed below reflect areas where S&T will 
support Navy and CNO objectives. These STOs, not listed in priority order, are 
intended to guide the NRE and the broader S&T community of providers and in the 
investments made by resource sponsors. 

12-1 Alternative Fuels, Power Sources, and Power Systems 

12-2 Communication and Data Security 

12-3 Identify/Dissuade/Defeat Irregular Warfare (IW) Threats 

12-4 Detect and Defeat Subsurface Threats (ASW, MIW) 

12-5 Detect and Defeat Surface Threats (ASuW) 

12-6 Radio Frequency (RF) Spectrum Dominance 

12-7 Deter/DetecVDefeat Air and Ballistic Missile Threats 

12-8 Environmental Impact of Sustained Naval Operations 

12-9 Extended Range Fires and Projection of Power Ashore 

12-10 Warfighter Performance 

12-11 Logistics Improvements 

12-12 Non-Lethal and Equipment Disabling Technologies 

12-13 Persistent Intelligence, Surveillance, and Reconnaissance (ISR) 

12-14 Position, Navigation, and Timing (PNT) 

12-15 Ship Maintainability 

12-16 Ship Survivability 

12-17 Unmanned System Capability 

12-18 Arctic Operations 

12-19 Future Ship Concepts and Design 

Table 1: SWE S& T Objectives 
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STO - 12-1: Alternative Fuels, Power Sources, and Power Systems 
The Surface Navy requires power systems integrated from "fuel to load" in order to achieve the 
highest conversion efficiency possible, while also providing the increasing quantity and quality of 
power required by improvements in sensors and the introduction of new high power weapons 
and self-defense systems. These technologies will create flexible, adaptable, open architecture 
systems that increase power density and maximize reliability. These technologies shall 
minimize total operating cost, maintenance requirements, and logistics burdens. These 
technologies shall ensure the survivability of future power systems in combat while enabling the 
insertion and adaptation of new technologies. Whenever possible, these technologies shall be 
compatible with existing systems to improve performance and efficiency (i.e., back-fit), while 
forming the backbone of future capabilities that enhance operational readiness (forward-fit). To 
maintain maritime dominance, the SWE S&T Strategy calls for the development of: 

• Integrated energy programs that maximize the conversion efficiency of all fuels; develop 
cost-effective alternative fuels that decrease dependence on foreign energy sources; 
and improve energy conservation without decreasing readiness 

• Alternative sources of power generation that include, but are not limited to, fuel cells and 
hybrid technologies 

• Safe, reliable, standardized, power-dense, energy storage technologies 

• Improved power electronics that minimize thermal management requirements and that 
enable improvements in power generation, power distribution, energy storage, and the 
overall efficiency and effectiveness of the ship's integrated power system 

• New system architectures with the associated controls that will improve the ability to 
meet current and future operational requirements, while minimizing total life cycle cost, 
manning, maintenance, training, and logistics. 
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STO- 12-2: Improve Communication and Data Security 
In a period of ever increasing demand for information sharing and data transmission, technology 
initiatives must provide robust and persistent communications. To this end, the SWE S&T 
Strategy calls for the development of: 

• Beyond line of sight, secure, netted communications and data networks that ensure all 
warfighters, including coalition forces, have access to required information, knowledge 
and decision-making tools at all times 

• Communication technologies that reduce bandwidth requirements and/or improve 
current bandwidth efficiency 

• An information infrastructure that enables the rapid, interoperable, and secure discovery 
and sharing of mission relevant data and information 

• High data rate/bandwidth real time communications/data capability between air, surface, 
and subsurface assets. 
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STO - 12-3: Identify/Dissuade/Defeat Irregular Warfare {IW) Threats 
Irregular Warfare (IW) challenges exist where state and non-state actors leverage uncontrolled 
or ungoverned space to employ rapidly evolving informational, economic, technological, and 
kinetic methods against both military and civilian targets to achieve their objectives. Surface 
Warfare plays a supporting role in most cases to IW operations. Counter terrorism operations 
require flexible platforms to deliver special forces close to their objective, provide Intelligence, 
Surveillance and Reconnaissance (ISR), and long range precision and time critical strike. In 
cases of counter piracy and Maritime Interdiction Operations (MIO), Surface Warfare plays a 
direct role requiring flexible capabilities to acquire, track, Identify, defeat and/or interdict irregular 
threats. For humanitarian relief and/or evacuation, Surface Forces must provide platforms that 
can execute a range of missions and support activities. To this end, the SWE S&T Strategy calls 
for the development of: 

• Increased effectiveness in stabilizing and strengthening regions, by securing and 
leveraging the maritime domain, with and in support of national and international 
partners 

• Enhanced regional awareness of activities and dynamics to include a deeper 
understanding of ethnic, cultural, and socioeconomic characteristics and norrns 

• Increased regional partner capacity for maritime security and domain awareness 

• Expanded coordination and interoperability with joint, interagency, and international 
partners. 

Irregular Warfare is a unique battlespace where dissuasion is just as effective as defeating 
these threats. To this end, the Navy will: 

• Develop intelligence, communications, and tactical decision aid networks to support 
coordinated activities for communication with joint/coalition operations, especially for 
joint and coalition operation 

• Provide rapid verification of friendly forces in congested environments 

• Provide a deeper understanding of ethnic, cultural, and socioeconomic characteristics 
and norms to support advanced training and situational awareness of a challenged 
region. Specifically, technologies are required which: 

o Develop technologies that support and promote humanitarian assistance, disaster 
response, maritime security, and building host and partner nation response 
capabilities 

o Develop technologies and solutions that enable and support interagency 
relationships, interoperability, and engagements to support IW Mission Areas 

o Develop knowledge enterprises (linguistic and cultural), and support collaboration of 
fusion cells/collaborative frameworks to include Joint Forces, USG Agencies, Civilian 
Personnel, and Coalition Partners expertise and resources within challenged 
regions. 
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STO- 12-4: Detect and Defeat Subsurface Threats 
The Navy conducts wide area operations in environments that potentially contain a variable 
range of subsurface threats: mines, submarines, unmanned vehicles, waterborne Improvised 
Explosive Devices (lEOs), and swimmers with intent to damage or harm. Advanced tools and 
techniques to detect, classify, track, engage, and defeat these kinds of threats are necessary to 
enable the Navy to control the battlespace and carry out the missions required to achieve 
command objectives. 

The Navy needs innovative multi-spectral and persistent sensors, along with algorithms, and 
processing technologies, that provide improved detection, classification, localization, and where 
appropriate, tracking of subsurface threats to support the eventual engagement and defeat of 
those threats. This includes compact power-efficient sensor/processing and autonomy 
technologies to support unmanned offboard /distributed cooperative systems targeting 
subsurface threats. 

Integral or distributed sensing technologies along with supporting models and data analysis 
tools are also needed to support the collection and synthesis of meteorological and 
oceanographic data into battlespace preparation aids to facilitate tactical decisions/planning and 
the determination of environmental effects on operational performance and effectiveness. To 
this end, the SWE S&T Strategy calls for the development of: 

• Cost-effective technology to detect, track, identify, engage, and defeat underwater 
threats, which include submarines, mines (buried, drifting, tethered, variable depth, and 
networked), torpedoes, waterborne lEOs, swimmers, and underwater vehicles- from the 
very shallow water/surf zone and harbor regimes to blue water 

• Systems to enable a common undersea picture, where air, surface, and subsurface 
platforms and sensors contribute to increase overall situational awareness for decision 
making 

• High-endurance unmanned, offboard systems and sensor/payload packages capable of 
far-forward Mine Warfare (MIW) or Anti-Submarine Warfare (ASW) surveillance missions 
and persistent cueing 

• Low cost neutralization technology, weapons, and weapon delivery methods for offboard 
systems and naval platforms that provide greater performance in shallow water or other 
adverse environments, improving counter-countermeasure capability and discrimination 
among multiple targets in a high contact density environment 

• Alternatives to traditional mine countermeasures/MIW/ASW that focuses on automated, 
distributed, expeditionary, cooperative, and networked capabilities in all environments 

• Assured communications technologies to support long-range remote operations by off­
board ASW/MIW systems. 
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STO- 12-5: Detect and Defeat Surface Threats 
The Surface Navy's ability to establish and maintain local sea control, keep vital sea lines of 
communications, and engage adversarial Surface Action Groups (SAG) is contingent on 
technological advances that will provide a warfighting edge during future surface engagements. 
To this end, the SWE S&T Strategy calls for the development of: 

• Multi-platform anti-ship engagement capable technologies in Surface Warfare (SUW). 
Capability must provide high volume and precision of fires 

• Technologies that can support Over the Horizon (OTH) detection, classification, 
deception, and engagement operations beyond threat weapon shooter/sensor range 

• Capabilities to enable full and autonomous collaboration among all SUW units and 
systems, and enhance data fusion to affordably contribute to the real time SUW picture 
regardless of the mix of manned, remotely operated and/or unmanned platforms 

• Technologies that support Surface Warfare (SUW) in a communication and Electronic 
Warfare (EW) denied environment 

• Capabilities to counter direct energy, autonomous swarming surface platforms, and 
stealth to include visual/1 R, RF, and acoustic. 
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STO- 12-6: Radio Frequency (RF) Spectrum Dominance 
The ability to operate in an electronically challenging environment, dominating the RF spectrum 
while denying our adversaries the ability to perform Command, Control, Communications, 
Computing, Intelligence, Surveillance, Reconnaissance, and Targeting (C41SR-T) functions, is 
essential to maintaining situational awareness and communications, conducting integrated air 
and missile defense, conducting ship point defense and engaging targets of interest. To this 
end, the SWE S&T Strategy calls for the development of: 

• Integrated and networked, defense-in-depth Information Operations (10), Computer 
Network Defense, Counter-Communications, and Electronic Warfare (EW) Air Defense 
technologies 

• Technologies designed to electronically disrupt and/or defeat systems, platforms and 
capabilities at long range, across wide areas of the battle-space, and over multiple 
segments of the spectrum 

• Broad area and spectrum networked defense technologies to support Fleet operations in 
the absence of Global Positioning System (GPS) information 

• Electronic Warfare Battle Management and control of distributed EW system-of-systems 
technologies 

• Distributed and coordinated onboard and off-board systems that provide scalable 
responses to defeat surveillance, targeting, and terminal threats 

• Architectures and components with reduced size, weight, power, and lifecycle cost 
suitable for use on small, affordable, unmanned EW systems 

• Technologies for coordinated layered defense covering all aspects of EW, i.e. Electronic 
Support (ES), Electronic Attack (EA), and Electronic Protection (EP). These capabilities 
are dependent on further advances in the following: 
o Develop improved high power, broad band, and efficient amplifiers and support 

components for frequencies of interest 
o Develop enhanced RF isolation through improved RF absorbing materials and 

predictive modeling of phenomenology 
o Develop enhanced multiple bit digital RF memory devices with an increased number 

of effective bits. 

DISTRIBUTION STATEMENT A. Approved for public release; distribution is unlimited. 15 



STO- 12-7: Deter/Detect/Defeat Air and Ballistic Missile Threats 
The threat environment requires technology to adapt to the challenges presented in Air Defense 
(AD), encompassing threat flight profiles across the spectrum from sea-skimming Anti-Ship 
Cruise Missiles (ASCMs) to combined Ballistic Missile class threats. To this end, the SWE S&T 
Strategy calls for the development of: 

• Robust sensor coordination and fusion algorithms which span multiple platforms to 
reduce potential over-taxing of sensor systems and to optimize use of weapons 

• Full detect-to-engage sequence to disable, disrupt, and defeat air threats in all flight 
regimens, including pre-launch. It is imperative that highly reliable coordinated tracking 
and weapon coordination, assignment, and deconfliction capabilities become available 
to allow ships to fight to the limits of their potential, both singly, and in cooperative 
actions 

• Propellants, forward propulsion, and divert propulsion systems capable of controllable 
burn that greatly exceed the operational times and specific impulse values of today's 
solid propellants while satisfying the Surface Navy's insensitive munitions and safety 
requirements 

• Technologies to reduce the parasitic mass of the exo-atmospheric kill-vehicle system 

• Interceptor navigation methods that reduce the dependency on missile-borne GPS for 
alignment to supporting networked sensors 

• Hypersonic launchers and projectiles with appropriately hardened guidance systems and 
data links necessary to close the fire control loop and achieve a target kill using as few 
rounds as possible 

• Improved ability to discriminate between warhead and other objects. 
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STO- 12-8: Environmental Impact of Sustained Naval Operations 
As directed by OPNAVINST 5090.1 (series), Navy ships must comply with United States and 
international environmental protection regulations, accords, and treaties to retain worldwide 
access, sustain compliant naval operations, and protect the health of the crew. To this end, the 
SWE S& T Strategy calls for the development of: 

• Technologies, including advanced sensors, which will enable the Fleet to meet existing 
and emerging regulations as cost effectively as possible and with minimal operational 
risk over the entire life cycle of the ship, from design concept through disposal 

• Technologies to mitigate, collect, and/or treat shipboard emissions and discharges 
including, but not limited to, oily wastewater, sewage, solid waste, ballast water, 
hazardous materials and waste, air emissions, underwater hull fouling, non-skid/hard 
surface contaminants, effluent from hull surface preparation and painting in drydocks, 
fresh water usage, and shore power usage 

• Technologies that eliminate or reduce shipboard generated waste streams 

• New methods for disposing of retired weapons platforms with minimal impact to the 
environment 

• Technologies to mitigate and minimize excessive noise produced by power tools, 
equipment, engines, and aircraft 

• Technologies that minimize the environmental impact of the manufacturing of energetic 
materials used in shipboard munitions 

• Technologies and/or procedures that reduce the impact of underwater acoustics 
operations to marine species. 
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STO -12-9: Extended Range Fires and Projection of Power Ashore 
The Navy's Maritime Strategy lists Power Projection as one of the six core capabilities required 
to implement the strategy. It states, "our ability to overcome challenges to access and to project 
and sustain power ashore is the basis of our combat credibility." Naval surface platforms must 
have enhanced extended range fires and projection of power ashore capabilities to support this 
strategy in a time of diverse, growing and complex threats. The Fleet must be able to effectively 
strike targets with survivable and scalable weapons that possess sufficient range, speed, 
accuracy, and effects of target. 

Power projection emphasizes implementation of these capabilities at optimal speeds, rates and 
distances to defend against and defeat adversarial offensive and defensive operations. Current 
and future technologies must extend our ability to project power to greater ranges at faster 
response rates. To this end, the SWE S&T Strategy calls for the development of: 

• High-volume, precision direct and indirect fires to extended ranges and magazine 
capacity 

• Guidance, Navigation, and Control (GNC) systems that have the ability to dynamically 
retarget a weapon during flight. Ideally, these solutions would also have dual capability 
to engage either land or maritime targets 

• Insensitive munitions-compliant, high performance, mission responsive scalable effects 
weapons 

• High velocity, cooler burning propellant/propelling charges, improved fuses with auto 
selection of optimum mode, reduced rail erosion technologies, advanced insulator 
materials, and improved armature materials for rail guns 

• High-speed, extended-range capabilities to defeat remote time-critical targets 

• Weapons that greatly reduce engagement timelines, especially directed energy and 
hypervelocity weapons 

• High-velocity terminal seekers, improved anti-jam systems, robust in-flight update link 
and tactical telemetry systems 

• High efficiency, small-diameter supersonic/hypersonic air-breathing propulsion systems 
and flight-vehicle control systems 

• Low-density thermal management materials/systems for high-speed weapons 

• Extended standoff capability beyond the future threat range 

• Battle darnage assessment capability 

• New, cost-effective energetic and non-energetic materials for advanced warheads, 
projectiles, propulsion systems, non-lethal payloads, and reactive warhead technology 

• Weapon system prognostic and health management capabilities to focus on predicting 
the tirne at which a system or a component will no longer perform its intended function 

• Maritime Strike weapons for fixed land targets and/or surface moving targets. 
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STO -12-10: Warfighter Performance 
Scientific investigation addressing the human components of a system, or a system of systems, 
is required to develop advanced methods, tools, and technologies enhancing human 
characteristics and capabilities while effectively integrating operators, maintainers, and trainers 
with other system elements in a dynamic and complex warfighting environment across the 
range of military operations. This STO supports national security and military objectives by 
guiding research that enables our warfighters to deter/defeat aggression and strengthens 
international and regional security through increased warfighter effectiveness, improved force 
readiness, and efficient force planning. Enhancing warfighter performance and Human Systems 
Integration (HSI) leads to more efficient system designs, reduced total ownership costs through 
lower manpower and training costs, and higher retention rates. To this end, the SWE S&T 
Strategy calls for the advancement of these five areas: 

• Human Performance Enhancement: Develop and validate methods, tools, and 
technologies increasing human cognitive and physical capabilities while reducing or 
eliminating limitations 

• Advanced Interaction Design: Develop and transition human-system interaction 
strategies exploiting new and evolving information and communication technologies 
integrating natural human behaviors into system operation and maintenance 

• Enhanced Training: Develop and enact adaptive knowledge transfer and automated 
learner performance measurement techniques adjusting to real-time trainee aptitude and 
performance 

• Human Adaptation: Develop methods and technologies supporting human adaptation 
and resiliency to changing physical, cognitive, cultural, and environmental conditions 
through strategies such as increasing trust in automation, reducing uncertainty 
associated with decision making, improving human-machine teaming operations, and 
increasing understanding of the ecological aspects of the operational environment 

• Individual, Team, and Organizational Relationships: Develop and validate methods and 
tools for improving personnel selection, career progression, organizational structuring, 
and collaboration accurately reflecting Naval, Joint, and Coalition planning and 
operations throughout the range of military operations. 
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STO - 12-11: Logistics Improvements 
Forward presence, operational access, and seabased maneuver are linchpins of U.S. national 
defense and will become greater assets as land-based locations for logistic operations become 
less available and more restrictive. The ability to efficiently and expeditiously achieve and 
maintain operational access, move large numbers of personnel and equipment to critical 
locations, and support deployed forces at sea and ashore is essential. To this end, the SWE 
S& T Strategy calls for the development of capabilities to: 

• Effectively provide automated 'sense and respond' logistics including automation of 
logistics planning and real time execution assessment, providing accurate and timely 
data on availability, movement, and consumption of logistics resources across all 
classes of supply down to the operational unit level 

• Deploy and sustain forces in all weather conditions including ships without indigenous 
underway replenishment capabilities and distributed units ashore in areas with limited 
infrastructure or port facilities. This spans the range of capabilities from being able to 
transfer personnel and loads of 20+ tons between ships, to other surface craft, and to 
shore, to efficiently preparing, handling and delivering custom assembled, reduced 
waste sustainment packages to units afloat and ashore 

• Maintain and repair deployed platforms and equipment by enabling and implementing 
intelligent automated local support and/or live distance support and performance-based 
logistics, including spare and repair parts tracking, with architecture and software tools 
that enable remote monitoring and distance support for diagnostics and repair 

• Create an organic parts manufacturing capability (on-demand manufacturing) for 
logistics-in-place manufacturing and certification/validation of spare and repair parts. 
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STO- 12-12: Non-Lethal and Disabling Technologies 
The Surface Navy must have the tools necessary to operate in restrictive Rules of Engagement 
(ROE) and/or de-escalatory environments, and provide beyond the threat envelope stand-off 
distances for the warfighter. To this end, the SWE S&T Strategy calls for the development of: 

• Non-lethal technologies as an integrated system of systems to transition from a non­
lethal to a lethal capability for precise, scalable effects operable in the maritime 
environment (day/night) against platforms, personnel, and equipment. Purposes 
include, but are not limited to: 
o Non-lethal warning to determine intent 
o Humanitarian assistance for crowd control 
o Anti-terrorism/force protection 
o Maritime Infrastructure Protection 
o Selective engagement to protect civilians 
o Less-than-lethal strike 
o Interdiction. 

• Develop non-lethal technologies that can disrupt the adversary's kill chain and 
military/industrial infrastructure, as well as Command, Control, Communications, 
Computers, Intelligence, Surveillance, and Reconnaissance (C41SR) systems. 
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STO- 12-13: Persistent Intelligence, Surveillance, and Reconnaissance (ISR) 
Cost effective ISR sensors and systems are required to enhance maritime domain awareness 
from the land, surf zone, to the blue water, assuring a complete space, air, surface, and 
undersea picture in an anti-access/area denial (A2/AD) environment via multi-spectral 
monitoring, detection, identification, location, and tracking technologies and data management. 
To this end, the SWE S& T Strategy calls for the development of: 

• Dispersed airborne, space, surface, and subsurface network systems that are able to 
travel long distances, cover wide search areas, provide ultra- endurance or continuous 
surveillance, operate over the horizon undetected or beyond weapons range, penetrate 
enemy defenses, evade threats and defend themselves communicate securely/reliably/ 
covertly, carry smaller sensors, operate in all-weather day-night conditions, and have 
anti-tamper and emergency, destruction capabilities to protect sensitive technology 

• ISR technologies for maritime domain awareness, including collection assets, data 
analysis/fusion and management tools to enable rapid accessibility of selectable 
intelligence data for situational awareness and threat assessment 

• Systems that operate within a Joint, Coalition, and interagency ISR processing, 
exploitation, and dissemination infrastructure, be fully integrated and netted, employ 
multi-level security, provide automated multi-sensor correlation; provide analysis and 
exploitation tools enabling searchable, sortable, and on-demand national to tactical 
intelligence data flow (sensor to shooter), be survivable and able to withstand 
degradation in a high-risk hostile environment, and/or an ability to be rapidly 
reconstituted and possess predictive abilities to develop courses of action and identify 
anomalies and battlespace threats 

• ISR technologies that minimize bandwidth requirements, reduce latency, and provide 
targeting quality data with an ability to perform time-sensitive strike and battle damage 
assessment 

• High resolution electro-optical systems and image recognition software for standoff 
threat characterization and biometrics of personnel in support of Maritime Interdiction 
Operations (MIO) and Visit, Board, Search, and Seizure (VBSS) Operations, including 
during the approach phase 

• Military Deception (MILDEC) and counter-ISR capabilities to disrupt and delay the 
enemy kill chain progression 

• Technologies that can fuse multiple radar, electro-optic and infrared signals into a single 
coherent image for ISR and targeting use by sea based naval assets. 
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STO -12-14: Position, Navigation, and Timing (PNT) 
Accurate location, navigation, and timing data are the foundation of effective Naval operations. 
Evolving threats create the need for sustainable and adaptive technologies capable of surviving 
in a variety of adversarial communications environments. Navigation science and technology 
should be aligned to support "Navigation Vision 2025." Technology innovations should "provide 
naval forces with state-of-the-practice position, navigation, and timing capabilities for accurate, 
assured operational maneuver and optimum weapons employment, enabling a competitive 
advantage across the full spectrum of Naval and Joint Warfare." To this end, the SWE S&T 
Strategy calls for the development of: 

• Improved geospatial information and services (GI&S) to ensure access to accurate, 
timely, and fully fused GI&S data 

• Community-based cooperative navigation and timing architectures that will enhance 
relative and absolute solutions 

• Improved geophysical and geospatial navigation, to include gravimetry, gradiometry, 
magnetometry, and bathymetry 

• Concepts for improvements in sensors for celestial body radiation patterns for recurring 
events to provide global coverage with autonomous, day, and night operation 

• Techniques to use other space-based assets as an alternative navigation and timing 
system to G PS 

• Precision time and time transfer capability with organic atomic clocks and the means to 
transfer time by RF links 

• Capability to use other sensors including timing references, inertial navigation sensors, 
inertial measurement units, communications systems information to validate the integrity 
and validity of position, navigation and timing solutions determined from space based 
radio navigation sources 

• Multi-sensor integrations and algorithms that complement existing navigation sensor 
limitations to provide continuous PNT service, including navigation limitation information 
when sensor degrading occurs 

• New knowledge regarding inertial navigation sensors that increase both short-term and 
long-term accuracies to enhance our ability to operate in all environments 

• Improvements to sensors to validate the integrity and validity of PNT solutions derived 
from GPS alone or in combination with other signals 

• Novel electromagnetic and Doppler speed sensors that will increase accuracies and 
yield a better all-environment solution 

• Improved navigation decision aids to enhance voyage and route planning, facilitate 
automated navigation, conserve fuel, and provide better support for command and 
control. 
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STO- 12-15: Ship Maintainability 
For most Naval systems, Operations and Support (O&S) is the largest part of Total Ownership 
Cost (TOC). As such, TOC initiatives will focus on reducing the maintenance performed by 
ship's force and ashore personnel as well as increase reliability and the time between system 
maintenance and failures. To this end, the SWE S&T Strategy calls for the development of: 

• Coatings for the hull, superstructure, tanks, and decks that provide superior corrosion 
resistance at low material and application cost. Key technologies are thermal resistance 
and durability for deck non-skid surfaces, and 'cleanability' for superstructure and 
freeboard 

• Maintenance-free or reduced maintenance electronics and software having common 
components and modular open architectures for economical capability upgrades 

• Technologies and tools to deliver improved fault detection, fault isolation, relevant data 
to maintainers, and condition-based maintenance supported by appropriate sensors and 
automation 

• Modeling and simulation based design and cost benefit analysis tools that can rapidly 
and predictably aid in the preliminary and detailed design of ships and ship systems. 
Tools should be developed according to standards to ensure they are open system and 
capable of being integrated 

• Life prediction and system degradation analysis to provide solutions to extend the useful 
service life of the legacy fleet 

• New materials which may provide maintenance improvements or enhanced life cycle 
performance. These could include nano-scale materials, composites, metal alloys, 
lubricants, etc. that could replace new component materials or be used during 
maintenance/repair actions 

• Technologies or processes that enable the fabrication or certification of replacement 
parts to mitigate against obsolescence of Hull, Mechanical, and Electrical (HM&E), 
electronic and software components 

• Technologies or processes that reduce the skill level or time required to perform 
maintenance. Key elements include artificial intelligence (AI) technologies that capture 
master level expertise to guide a maintainer through the corrective procedure and 
maintenance activity processes that allow procedures such as calibrations to be done at 
a lower echelon level 

• Innovative designs that allow for the easy removal of below deck equipment enabling 
easier and less expensive repair and/or replacement. 
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STO -12-16: Ship Survivability 
Survivability (susceptibility, vulnerability/protection, and recoverability) improvements are 
essential to improving ship effectiveness. Ship survivability will enable the U.S. Navy to operate 
in hostile environments while avoiding, defeating, and surviving attacks by threat weapons so as 
to retain or recover a specified level of mission capability. Both in-service and future ships 
require improvements to meet current and emerging threats. Susceptibility efforts will focus on 
reducing susceptibility to electromagnetic and acoustic threats, reducing ship radar detection 
and classification ranges, improving sonar detection/classification ranges and reducing own ship 
optical, thermal, magnetic, electric and acoustic detection ranges. Vulnerability reduction and 
recoverability enhancement efforts will focus on technology that will minimize or contain primary 
weapon effects induced damage and/or assist in containing and mitigating secondary damage 
through enhanced Damage Control (DC). The goal of recoverability technologies is to contain 
progressive damage to the compartment(s) of origin in peace time incidents and to the primary 
damage area (PDA) in war time events. All technologies developed in association with this 
STO shall give strong consideration to the reduction of life cycle costs, increased reliability, and 
increased maintainability of proposed solutions. 

• For reducing susceptibility, the Navy will develop: 
o New signature technologies and materials that will address threats by investigating 

the sources of signature and susceptibility or reduce ship impact 
o Improved Modeling & Simulation (M&S) signature tools and methods for platform 

design that will account for a wide variety of signature and susceptibility scenarios 
o Improved signature assessment methods for organic, mobile and fixed ranges and 

monitoring systems. 

• For reducing vulnerability, the Navy will develop: 
o M&S tools to predict stowed/staged munition response to a weapon stimulus. This 

includes developing equation of state and reaction models of energetic materials. 
o Insensitive munitions which minimize the response of onboard munitions to 

unplanned stimuli such as fires; fires in adjacent compartments; bullet, fragment, and 
shaped charge jet impact; and accidental initiation of an adjacent munitions. 

o M&S tools, both reduced order and high-fidelity, to predict ship structure response to 
an air, underwater and near surface explosion attack from both conventional and 
nuclear weapons, including residual hull girder capacity in damaged condition from 
conventional weapon attacks 

o Material response models for advanced materials and systems 
o Capabilities to capture equipment deactivation criteria when exposed to threat 

weapon induced environments 
o Injury criteria and validated capabilities to predict crew casualties when exposed to 

threat weapon induced environments 
o Lightweight protection materials and technology for defeating projectiles, threat 

weapon generated fragments, or chemically formed projectiles 
o Cost-effective structural configurations and joining technologies to maximize 

structural performance under explosive loads from both conventional and nuclear 
threat weapons 
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o UNDEX shock protective technologies (e.g. semi-active/active isolation systems, 
rafting) to enable rapid insertion of COTS equipment aboard ship 

o M&S processes and procedures to assess survivability of shipboard equipment that 
focuses on assessment of equipment failure mode activation due to underwater 
explosion shock from both conventional and nuclear threat weapons. 

• For recoverability, the Navy will develop: 
o New lightweight, affordable, passive fire protection 
o M&S tools for Recoverability optimization 
o Environmentally friendly fire fighting technologies 
o Technologies to enhance survivability of personnel 
o Technologies to mitigate and/or manage smoke and toxic fire by-products and 

develop technologies to minimize fire spread and damage associated with fires in 
high volume spaces 

o Technologies to emulate a realistic environment to better train and prepare fleet fire 
fighters to combat real-life casualties and conduct battle damage assessment 

o Technologies to assess residual strengths of non-ferrous materials in a post fire 
environment 

o Technologies to enhance damage control communication and situational awareness 
o System automation in support of mission effectiveness and recoverability. 

DISTRIBUTION STATEMENT A. Approved for public release; distribution is unlimited. 26 



STO -12-17: Unmanned System Capability 
Sea surface, subsurface and airborne Unmanned Systems (UxS) continue to be deployed with 
increasingly diverse utilization and are becoming an integral part of the Surface Navy's strategy. 
Unmanned systems have the potential to reduce risk to Sailors/Marines, act as a force 
multiplier, and increase operational speed and efficiency. To this end, there must be a focused 
effort on developing and delivering mission-capable systems that are affordable, durable, 
effective, and persistent in the diverse and complex environments of Surface Warfare. To this 
end, the SWE S&T Strategy calls for the development of: 

• Autonomy technologies that enable unmanned systems to perform mission critical 
functions: 
o Which enable the UxS to serve as advanced sensor/payload systems for surface 

combatants, providing trip-wire, advanced warnings and prosecution functions 
o Are environmentally adaptive and adjust to changing and unexpected conditions 
o To autonomously make decisions to implement the mission and "Commander's 

Intent" within the Rules of Engagement (ROE) and dynamic conditions 
o That accelerate introduction of autonomous systems into the Surface Navy 
o To support the assessment of the operational effectiveness of UxS (including 

warfighting theory and doctrine). 

• Mission-capable collaborative and cooperative unmanned systems 
o That have greater autonomy, allowing operators to concentrate on the mission rather 

than on the UxS 
o With the goal of completing complex missions; this includes adaptive UxS groups 

that can adjust individual UxS tasking (degraded group members, changing threat, 
etc.) 

o That have advanced man-machine interfaces which are more intuitive and efficient; 
minimize operator intervention via highly automated mission controls and operator 
aids (e.g. alert/fault management). 

• Systems capable of self-health monitoring and autonomous repair with 
o Self-awareness and self-healing capabilities 
o Adaptive controls that effectively respond to unforeseen conditions (internal and 

external to the UxS) and which can continue to operate in a degraded mode. 

• Low emission propulsion and power technologies with: 
o Mission-configurable power subsystems for UxS 
o Power management technologies, e.g. reduce power when subsystems are not 

being used 
o Techniques for harvesting energy from the environment (low powered UxS 

applications) 
o Long endurance, high persistence payloads and UxS 
o Increase energy density and power efficiency for UxS (e.g. batteries, fuel cells, high 

efficiency motors, etc.). 
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• Secure and Low Probability of Detection (LPD) communication techniques with high 
bandwidth and beyond-line-of-sight (BLOS) capability for UxS applications that will not 
interfere with existing Naval and commercial communication systems with: 
o Bandwidth reduction through on-board processing or by transforming data into 

mission-relevant knowledge 
o Collaborative/secure/undetectable communications strategies (between UxS) 
o Adaptive and non-traditional communications architectures for multi-spectral 

capabilities. 

• Mission control systems that enable operators to manage/task multiple autonomous 
systems and are able to respond rapidly in a dynamic battlespace with: 
o Common architectures and asset control systems for collaborative mission planning, 

asset allocation, and sensor/payload tasking based on sensed information, 
bandwidth optimization, and reducing operator workload 

o Capability for highly automated and fully dynamic re-tasking of multiple classes of 
UxS. 

• Unmanned logistics vehicle technologies; capable of rescue of or assistance to 
Sailors/Marines, resupply, repair, and maintenance assistance for remote manned 
systems, and capabilities for resupplying or refueling other UxS 

• Technologies to enhance the unmanned vehicle physical interlaces with host ship and 
host-launched platforms: automation technologies that reduce host platform manning, 
time and deck space requirements for UxS launch and recovery (L&R) systems for 
handling with maximum commonality across all host platforms 

• Technology to assure mission completion in access denied environments; 
o Advanced materials, UxS designs, and sensors to reduce external signatures (both 

above and below the waterline) and to reduce internally radiated noise to extend 
payload performance (such as C41SR) 

o Methods to determine geographic position derived from multiple sources of local 
environmental features. 

• Methods to assure UxS/payload integrity and force protection for UxS units for: 
o Autonomous control system to understand the nature and severity of any boarding, 

contact, impact, or near-contact to support autonomous decision making 
o Boarding and tampering denial technologies, methods and technologies for self­

destruct, and Information Assurance (lA) technologies that prevent reverse 
engineering of algorithms, software, or hardware systems or exploitation by the 
enemy by direct access, electronic warfare attack, or by network-based cyber 
attacks. 
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STO- 12-18: Arctic Operations 
Arctic sea-ice melting associated with global climate change has caused leaders from the U.S. 
and the international community to reconsider the national security implications of the region. 
Future sustained operations in the Arctic require specific technological advancements in order 
to allow current and future surface ships and systems to maintain effectiveness in this hostile 
environment. To this end the SWE S&T Strategy calls for the development of: 

• Technologies to monitor and predict topside ice accumulation on superstructure surfaces 
and topside equipment 

• Cold climate coating systems including external ice impact absorbing hull applications 
and icephobic topside surface coatings to prevent ice accumulation on superstructure 
surfaces and topside equipment 

• System level alternatives to mitigate effects on hull (and underwater component) 
damage, sea keeping, and system effectiveness for sea ice impacts and ice loading 

• Technologies with ability to prevent degraded performance of Energy storage systems in 
cold weather 

• Improved bridge visibility in heavy weather as well as improve ability to detect "black ice" 
on RADAR and SONAR 

• Advanced Small Boat (RHIB), UAV and USV technologies, to include launch and 
recovery technologies 

• Systems, components, materials, and alternative fuels that meet all international Arctic 
environmental regulations and simultaneously provide performance enhancements 

• Robust environmentally compliant systems including those for compensated fuel tanks, 
AFFF systems, and disposal of solid waste, waste oil, and ballast water. 
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STO- 12-19: Future Ship Concepts and Design 
The U.S. Navy is the world leader in warship capabilities that allow the nation to respond to 
security threats at sea. A key factor in maintaining naval superiority is a solid S& T foundation 
supporting innovation in the design these ships. Of prime concern are the early stages of design 
(e.g., conceptual designs, feasibility studies, preliminary design, and contract design). Here, 
performance requirements for the new ship must be translated into a viable design concept and 
defined up to the level of detail required for making cost and construction schedule estimates 
(contract design). These early design phases use specialized methods and models such as ship 
synthesis tools, set-based design methods, physics-based performance prediction models, and 
cost estimating tools. It is well known that decisions made at early design stages drive much of 
the life-cycle costs. To this end the SWE S&T Strategy calls for the development of: 

• Early-stage design tools, methods, and models; advances in physics-based models, 
multi-variable, and multi-discipline optimization techniques, and design synthesis tools to 
address advances in hull, mechanical, electrical, and weapons systems 

• Capabilities to enable multidisciplinary systems engineering as an area of basic and 
early applied research; areas of interest include assessing design developments versus 
threat emergence; implementation of modular and flexible designs; adaptable 
development approaches; factoring into the estimates complexity, risk, and uncertainty; 
and managing the evolving requirements set 

• Capabilities to enhance ship design methodologies by assessing different design 
approaches, such as set-based design versus spiral design; improving open 
architectures and standards; developing total ship integration methods; and 
incorporating real options theory and analysis across the entire early stage ship design 
process 

• Cost estimating tools and methodologies that evolve the current suite of tools from 
weight- or density-based models to performance-, risk-, uncertainty-, and activity-based 
models. These new models would provide more accurate assessments of technologies 
and design features that add flexibility during development and adaptability during the 
post-commissioning life cycle 

• New operational analysis methods and designs that keep pace with emerging 
operational tempos, warfighting equipment, and environments. 
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